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Ranking ↑↓ Malicious Code Reports   Percentage

3

1 — Win-Trojan/Patched.kg 308,683 35.5 %

2 — Textimage/Autorun 85,500 9.8 %

3 — Als/Bursted 76,855 8.8 %

4 ▲1 RIPPER 38,561 4.4 %

5 NEW Trojan/Win32.fraudl 35,643 4.1 %

6 NEW JS/Agent 32,586 3.8 %

7 NEW Trojan/Win32.adh 28,259 3.3 %

8 �1 Win-Trojan/Wgames.Gen 26,399 3.0 %

9 ▲1 Win32/Autorun.worm.307200.F 24,718 2.8 %

10 ▲4 Trojan/Win32.onescan 23,864 2.7 %

11 �3 Trojan/Win32.agent 23,549 2.7 %

12 �3 Win-Trojan/Agent.21734801 22,165 2.6 %

13 NEW Trojan/Win32.keygen 20,281 2.3 %

14 NEW Gif/Iframe 20,038 2.3 %

15 NEW BinImage/Host 19,553 2.3 %

16 NEW JS/Decode 19,104 2.2 %

17 �6 ASD.PREVENTION 16,927 2.0 %

18 �5 Trojan/Win32.Gen 15,993 1.8 %

19 NEW Trojan/Win32.wecod 15,855 1.8 %

20 �4 Win-Trojan/Malpacked5.Gen 15,742 1.8 %

 TOTAL 870,275 100.0 %

Figure 1-1 | Monthly Malicious Code Reports

   
Malicious Code Trend

01.
Malicious Code Statistics

Statistics collected by the ASEC show that 2,066,944 malicious codes were reported in 

November 2013. The number of reports decreased by 272,070 from the 2,339,014 reported in 

the previous month. (See [Figure 1-1].) The most frequently reported malicious code was Win-

Trojan/Patched.kg, followed by Textimage/Autorun and Als/Bursted. Also, a total of 8 malicious 

codes were newly added to the “Top 20” list. (See [Table 1-1].)

November, More New 

Malicious Codes 

Table 1-1 | Top 20 Malicious Code Reports for October 2013

5,000,000

10,000,000

0

2,359,753 2,339,014 2,066,944
  14.6%   0.88%  11.6%

09 10 11



4ASEC REPORT 47   |   MALICIOUS CODE TREND

Ranking ↑↓ Malicious Code Reports   Percentage

Table 1-2 | Top 20 Malicious Code Variant Reports

Ranking Malicious Code Reports   Percentage

1 — Win-Trojan/Patched 325,335 24.4 %
2 — Trojan/Win32 258,325 19.4 %
3 — Win-Trojan/Agent 113,563 8.5 %
4 — Textimage/Autorun 85,515 6.4 %
5 — Als/Bursted 76,855 5.8 %
6 — Win-Trojan/Onlinegamehack 47,760 3.6 %
7 ▲1 Win32/Conficker 44,956 3.4 %
8 ▲2 Win32/Autorun.worm 43,334 3.2 %
9 ▲3 RIPPER 38,561 2.9 %

10 ▲1 Win-Trojan/Downloader 37,781 2.8 %
11 �2 Adware/Win32 35,782 2.7 %
12 ▲2 Win32/Kido 33,663 2.5 %
13 NEW JS/Agent 32,665 2.4 %
14 �1 Win32/Virut 32,481 2.4 %
15 — Win-Trojan/Wgames 26,399 2.0 %
16 — Backdoor/Win32 22,669 1.7 %
17 NEW Gif/Iframe 20,038 1.5 %
18 NEW BinImage/Host 19,553 1.5 %
19 �2 Win-Trojan/Avkiller 19,396 1.5 %
20 NEW JS/Decode 19,104 1.4 %

 TOTAL 1,333,735 100.0 %

1 Win-Trojan/Agent.704 5,204 26.2 %
2 Win-Trojan/Agent.704.B 5,168 26.0 %
3 Win-Trojan/Clicker.338896 2,807 14.1 %
4 Win-Trojan/Urelas.426595 1,087 5.5 %
5 Win-Trojan/Agent.71745536 814 4.1 %
6 Win-Trojan/Agent.82610 788 4.0 %
7 Win-Trojan/Stealer.320676 683 3.4 %
8 Win-Trojan/Agent.24576.JPN 483 2.4 %
9 Win-Trojan/Avkiller.65503232 469 2.4 %

10 Win-Trojan/Avkiller.70270976 374 1.9 %
11 Dropper/Onlinegamehack.183700 309 1.6 %
11 Win-Adware/Speedbster.813720 309 1.6 %
13 Win-Trojan/Agent.37888.SP 253 1.3 %
14 Win-Trojan/Vb.253048 223 1.1 %
15 Win-Trojan/Agent.75710464 190 1.0 %
16 Win-Trojan/Clicker.702616 168 0.8 %
17 Dropper/Agent.140759 143 0.7 %
18 Win-Trojan/Morix.86082560 134 0.7 %
19 Win-Trojan/Agent.393728.BM 130 0.6 %
20 Win-Trojan/Agent.704183 128 0.6 %

 TOTAL 19,864 100.0 %

[Table 1-3] shows the percentage breakdown of the Top 20 new malicious codes reported in 

November. Trojans accounted for the majority among the new malicious codes reported in 

this month. Win-Trojan/Agent.704 was the most frequently reported new malicious code in 

November, representing 26.2% (5,024 reports) of the Top 20 new malicious codes and it was 

followed by Win-Trojan/Agent.704.B representing 26%(5,168 reports).

Top 20 Malicious Code 

Reports

Trojans Makes Up 96% of 

New Malicious Codes in 

November

[Table 1-2] below shows the percentage breakdown of the Top 20 malicious codes and variants 

reported in November 2013. Among those, Win-Trojan/Patched was the most frequently 

reported malicious code (325,335 reports). It is followed by Trojan/Win32 (258,325 reports) and 

Win-Trojan/Agent (113,563 reports).

Table 1-3 | Top 20 New Malicious Code Reports in November
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Trojans Held a Majority 

among Malicious Codes 

Reported November

Comparison of Malicious 

Codes with Previous Month

 [Figure 1-2] categorizes the top malicious codes reported by AhnLab customers in November 

2013. Trojan was the most reported malicious code type, representing 56.1% of the top reported 

malicious code types, followed by Worm (8.4%) and Script (7.6%).

[Figure 1-3] shows the malicious code breakdown compared to the previous month. The 

number of Scripts and Downloaders increased, whereas the number of Trojans, Worms, 

Viruses, Adware, Exploits, and Droppers slightly decreased. The number of Spyware and 

Appcare was similar to those of the previous month.

Figure 1-2 | Primary Malicious Code Type Breakdown 

Figure 1-3 | Monthly Breakdown of Primary Malicious Code Type (Oct. 2013 vs. Nov. 2013)
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Breakdown of New 

Malicious Code Types

Trojans was the most frequently reported new malicious code type in November, representing 

96% of the new malicious code types, followed by Adware (2%) and Droppers (2%).

Figure 1-4 | Breakdown of New Malicious Code Types 



7ASEC REPORT 47   |   MALICIOUS CODE TREND

When a PC is infected  by the CryptoLocker, malicious files are 

created in the following location shown as [Figure 1-7]. These 

files are added to the Windows start registry and automatically 

run upon system boot.

[Figure 1-8] shows the list of encrypted files. Since these files 

are encrypted by public key, it is impossible to restore without 

the private key saved on the creator’s server. In some cases, 

however, it is not always guaranteed for file restoration as 

normal state even when the user pays a ransom.

CryptoLocker Ransomware Emerges

The CryptoLocker, a newly emerged ransomware, encrypts 

documents or image files on a PC and demands a ransom paid 

for accessing the files. CryptoLocker, which is distributed as an 

e-mail attachment, displays a message to the user saying that 

the encryption key has been deleted and cannot be restored.

When a PC is affected by CryptoLocker, it displays a message 

shown as [Figure 1-5] is displayed to the user and demands a 

payment of $300 in order to view the list of encrypted files and 

decrypt the files. 

The CryptoLocker encrypts a variety of files, including Word, 

Excel, PowerPoint, and image files.

It also says that payment can be made in Bitcoin as well instead 

of 300-dollars ([Figure 1-6]).

Figure 1-6 | Alternative payment method with Bitcoin 

Figure 1-7 | Malicious file information

Figure 1-8 | List of encrypted files

Figure 1-5 | Notification by CryptoLocker 

   
Malicious Code Trend

02.
Malicious Code Issues

3fr, accdb, ai, arw, bay, cdr, cer, cr2, crt, crw, dbf, dcr, der, dng, doc, 

docm, docx, dwg, dxf, dxg, eps, erf, indd, jpe, jpg, kdc, mdb, mdf, 

mef, mrw, nef, nrw, odb, odm, odp, ods, odt, orf, p12, p7b, p7c, 

pdd, pef, pem, pfx, ppt, pptm, pptx, psd, pst, ptx, r3d, raf, raw, rtf, 

rw2, rwl, srf, srw, wb2, wpd, wps, xlk, xls, xlsb, xlsm, xlsx
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with the macros attempts to connect to a malicious website to 

download url.exe file which does not exist anymore.  

It has been identified the relevant website is based in Latvia. 

Currently, the path to this malicious code distribution website 

does not exist; however, attempts to distribute malicious codes 

through its domain are ongoing, so it is required to block this 

domain. Also users are needed to be more cautious of social 

engineering scams disguised as salary payment or post service.

Usually, these social engineering scams use e-mails to 

distribute a malicious file as an attachment. It is required to 

always to scan the suspicious files with an antivirus program 

before executing those files, and also to install the latest patch 

for software.

V3, the anti-virus software provided by AhnLab, detects the 

malicious code as shown below. 

<Malware name in V3 products>

-XLS/Downloader (V3, 2013.10.31.00)

MS Office Zero-day Vulnerability (CVE-2013-3906) 

On November 5, Microsoft released a security advisory on zero-

day vulnerability (CVE-2013-3906) that affects MS Windows, MS 

Office and Lync. Running a malicious TIFF file which is inserted 

into MS Office file, e-mail or webpage via this vulnerability can 

result in infection. 

When executing one of the encrypted document files, the file was 

not open and the message “Unable to open file” was displayed. 

The infected PC attempted to connect to a certain server 

(212.**.***.4). 

A CryptoLocker decryption service website assumed to be run 

by the CryptoLocker creator has been identified recently. As 

shown in [Figure 1-10], the website demands a payment of 

10BTC for file restoration. 

V3 detects the relevant malicious code as shown below.

<Malware name in V3 products>

-Trojan/Win32.Blocker (AhnLab, 2013.09.23.04)

Excel File with Malicious Macro spreads 

Excel file with a malicious macro discovered. The file name is 

“payment Pending List.xls” and a system can be infected by just 

opening the file. It is found that there is a path for downloading 

and saving additional malicious codes inside the file. 

When a user opens the Excel file, a security alert message 

is displayed asking to use macros. The file which is executed 

Figure 1-12 | Attempt to connect to a malicious website 

Figure 1-9 | Network connection information

Figure 1-10 | CryptoLocker Decryption Service website

Figure 1-11 | Hardcoded URL for distributing malicious codes

Figure 1-13 | Location of malicious code distributors
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When winword.exe is executed, ISI.doc which is a normal Word 

file as [Figure 1-18] shows up to deceive the user. 

While the Word file ISI.doc is being loaded, Updates.exe, the 

backdoor, is executed and it is added into Startup Programs for 

automatic execution when Windows starts.

It is advised to users to install the security update which 

Microsoft provides for CVE-2013-3906 vulnerability. Also, V3 

detects the relevant malicious codes as shown below.

<Malware name in V3 products>

-Exploit/Cve-2013-3906 (2013.11.07.02)

-RTF/Cve-2012-0158 (2013.11.09.00)

-DOC/Agent (V3, 2013.11.13.00)

-Trojan/Win32.Agentb (2013.11.12.00)

Spam E-mails with Fake Voice Message File 
Attached

Today many businesses tend to use internet phone service or UC 

solutions which provide various communication functions such 

as voice call, video call, instant messenger, e-mail, and voice 

mailbox. In this circumstance, it was recently been discovered 

fake voice message files with malicious codes taking advantage 

There have been reports of actual attacks using the CVE-2013-

3906 vulnerability. In addition, malicious code variants are in 

distribution. [Figure 1-15] shows the screen displaying an e-mail 

used for malicious code distribution. Two malicious codes 

using the CVE-2013-3906 and CVE-2012-0158 vulnerability are 

included in this e-mail as attachments.

ASEC analyzed the Word document that used CVE-2013-3906 

vulnerability and identified multiple ActiveX's and URL for 

downloading malicious codes.

The malicious code (winword.exe) executed through this 

vulnerability is a WINRAR SFX file, and it contains “ISI.doc”, a 

Word file, and “Updates.exe”, the malicious code. 

Figure 1-14 | Microsoft Security Advisory

Figure 1-18 | Disguised Word file “ISI.doc”

Figure 1-19 | File creation information

Figure 1-15 | Malicious E-mail

Figure 1-16 | Analysis result of the word file with CVE-2013-3906 
                         vulnerability

Figure 1-17 | Malicious code “winword.exe”
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of the voice mailbox function of UC solutions. These fake voice 

message files have been distributed via e-mails.

The e-mail was titled “Voice Message from Unknown (phone 

number).” The attacker manipulated the mail server IP in the mail 

header with a private IP in order to disguise as an internal mail. 

Since the e-mail domain of the sender is same as recipient’s, it is 

undoubtedly considered as an internal e-mail. 

When opening the attached file, an exe file as [Figure 1-22] 

is created and it is registered in the system registry to be run 

automatically at system boot.

Each of file is created as follows:

- VoiceMail.exe creates budha.exe 

- Budha.exe downloads the following file:

 hxxps://twitter****links.com/wp-con***t/   

 uploads/2011/01/****USA-dt.exe

- ml06USA-dt.exe, the downloaded file, converts itself into kilf.exe

- kilf.exe creates zuryyw.exe (as random file name)

In order to function as a backdoor, zuryyw.exe makes the port 

UDP:6505 and TCP:3172 exceptions in Windows Firewall. Then, it 

injects itself in the explorer.exe process (a normal Windows system 

file) and continuously attempt to connect to IPs below, which are 

assumed as a C&C server.

It was not connected to the C&C server when ASEC analyzed the 

malicious code, though ASEC discovered evidences that additional 

malicious codes infected the compromised PC.

The additional malicious codes stole account information saved 

on FTP clients and e-mail clients, and created SMTP traffic with 

multiple DNS queries and e-mail server connections to certain 

website. 

According to http://blog.dynamoo.com, these fake voice message 

attachments have been in distributed since October 23, and from 

then there have been found many malicious e-mails using the 

similar scam.  

It is required for users to be more cautious about e-mails 

containing the disguised voice message file since its mail header 

is manipulated as if it is sent from internal source.

V3 detects the relevant malicious codes as shown below.

<Malware name in V3 products>

-Downloader/Win32.Agent (2013.11.08.00)

-Win-Trojan/Agent.409600.FE (2013.11.08.00)

Figure 1-20 | E-mail with a fake voice message file attached

[Created Files]

C:\Documents and Settings\Administrator\Local Settings\Temp\budha.exe

C:\Documents and Settings\Administrator\Local Settings\Temp\kilf.exe

C:\Documents and Settings\Administrator\Application Data\Isoq\zuryyw.exe

[Registry Registration]

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run]

"Zuryyw"="C:\Documents and Settings\Administrator\\Application Data\Isoq\

zuryyw.exe"

Figure 1-21 | Manipulated mail header

Figure 1-22 | exe file in the attached zip file

217.**.80.**:3521

94.2**.1**.74:9386

31.**.84.1**:9966

46.*.1**.89:14631

195.1**.76.1**:4092

69.1**.162.**:8573

195.2**.149.**0:3642

81.**.213.**:3250

88.1**.4.**:5911

82.2**.169.**8:9129

203.**3.**.34:80
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When Clicking the advertisement carelessly, apk file is 

downloaded which causes unwanted data service charge. Or, it 

creates shortcut without user confirmation (shown in the red box 

in [Figure 1-25]). 

Unlike normal applications, this kind of app demands more 

privileges than usual. Smartphone users must not download apks 

that have not been verified for stability. It is highly recommended 

to install applications via official online stores, and check 

manufacturer and user reviews.

This malicious code is detected and repaired with V3 Mobile 

products.

<Malware name in V3 Mobile>

-Android-Trojan/SmsReg

Automatically Downloaded Application via Web 
Browsing 

There was an incident an unknown application was automatically 

downloaded to an Android smartphone while the user was 

browsing websites. 

According to the result of application distributor URL analysis by 

AhnLab Mobile Center, mobogenie_1501.apk was downloaded 

through 96 URLs for 5 days. Lots of people experienced the 

application was automatically downloaded while web browsing. 

This incident was caused by a marketing company which 

executed for Mobogenie. The marketing company set up a 

number of websites to download Mobogenie app automatically for 

Increase of Disguised Advertising Applications 

Many malicious applications are disguised as popular applications 

such as game apps. It is advised to users to be cautious about 

malicious applications uploaded on a third-party market. 

There is a malicious app recently discovered as shown in [Figure 

1-23] which was disguised as a game app. Unlike the normal 

game app, it contained advertisement.

It is the app icon marked with 1 in [Figure 1-23] and the icon 

marked with 2 is the one of the derived app which is frequently 

displayed when the disguised app is installed. There is no 

notification about advertisement; however, advertisement is 

displayed even when not using the app.

Figure 1-23 | Disguised application

Figure 1-24 | Advertisement pop-up screen

   
Malicious Code Trend

03.
Mobile Malicious 
Code Issues

Figure 1-26 | List of Mobogenie distribution website 
                         (Source:AhnLab Mobile Center)

Figure 1-25 | Created shortcut without user confirmation
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promotion. As a result, a large number of users downloaded the 

Mobogenie app unwantedly while web browsing. The production 

company of Mobogenie made official statement of apology on its 

website asking to download the app official app market. 

Although the downloaded Mobogenie app caused no harm for 

users and smartphones, it is proved that an application, whether 

it is malicious or normal, can be downloaded without user 

confirmation by just visiting a website.  

Considering Android settings, an application can be accidently 

installed by users as well. For safe use of the smartphone, it is 

necessary to set up restriction of “unknown sources”. 

Figure 1-27 | Statement of apology by Mobogenie’s producer
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Critical

MS13-088     Internet Explorer Cumulative Security Update

MS13-089     Vulnerability in Windows graphics device interface could allow remote code 

MS13-090     Cumulative Security Update for ActiveX Kill Bits

Important

MS13-091     Vulnerability in Microsoft Office could allow remote code execution

MS13-092     Vulnerability in Hyper-V could allow elevation of privilege

MS13-093      Vulnerabilities in Windows Ancillary Function Driver could allow information disclosure

MS13-094      Vulnerabilities in Microsoft Outlook could allow information disclosure

MS13-095      Vulnerabilities in digital signature could cause service rejection

   
Security Trend

01.
Security Statistics

Microsoft released security bulletins for November 2013 with 8 security updates (3 critical, 5 

important). The critical updates included a cumulative security update for Internet Explorer and 

two system updates. The important updates included three system updates and two MS Office 

updates. As system vulnerabilities and Internet Explorer vulnerabilities are often targeted by 

attackers, a timely application of security patches is strongly recommended. For safe use of the 

system, it is necessary to install these patches.

Microsoft Security 

Updates- 

November 2013

Table 2-1 | MS Security Updates for November 2013

Figure 2-1 | MS Security Updates for each attack target
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Apache Struts 2 Vulnerabilities Updates Required

It is discovered that attacks bypassed the Apache Struts 2 

vulnerabilities (CVE-2013-2248, CVE-2013-2251) defense method 

released in July. It is advised to update the relevant patch again.

It is known that the affected Apache Struts versions are from 2.0.0 

to 2.3.15. An attacker can execute the command by values which 

are sent to the action, redirect, and redirectAction parameter with 

URL request through a remote server.

Using this method, an attacker can take servers under control 

to steal confidential data or destroy systems. It is highly 

recommended to update immediately the patch for version 2.3.15 

or higher not to be disposed for this attack. 

More information on these vulnerabilities can be found in the 

following links.

- http://struts.apache.org/release/2.3.x/docs/s2-016.html

- http://struts.apache.org/release/2.3.x/docs/s2-017.html

Bitcoin Wallets Breached   

Bitcoin, a prominent digital currency, causes concerns of its 

anonymity which can be used in online black markets. Also, there 

have been many recent reports of malicious codes designed to 

mine for Bitcoin by infecting other user’s PCs. 

Recently, Inputs.io, a Bitcoin “wallet”, was attacked by hackers.

The Inputs.io developer, a.k.a. Tradefortress, announced that its 

website was under attack for twice and resulted in the theft of 

4,100BTC (Bitcoin currency unit). Calculating with the value of 

Bitcoin at that time, it is approximately $1.2 million.

Bitfloor, the similar service provider with Input.io, ended its 

service after being attacked by hackers in September with 

being theft of 24,000BTC. As Bitcoin has become popular and its 

value as currency gets recognized, attempts of hacking Bitcoin 

increases steadily. 

Figure 2-3 | An Inputs.io Webpage Describing Security Breach

Figure 2-2 | Changing Value of Bitcoin in 2013 
                       (source: www.coindesk.com)

Figure 2-4 | Attack using Apache Struts 2 Vulnerabilities

   
Security Trend

02.
Security Issues

http://struts.apache.org/release/2.3.x/docs/s2-016.html
http://struts.apache.org/release/2.3.x/docs/s2-017.html
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Web Security Trend

01.
Web Security Statistics

SiteGuard (AhnLab’s web browser security service) blocked 1,290 websites that distributed 

malicious codes in November 2013. 101 types of malicious code, 71 domains with malicious 

code, and 154 URLs with malicious code were found. Compared to the previous month, the 

number of malicious code reports, the number of malicious code types, domains with malicious 

codes and URLs with malicious codes decreased.

Website malicious code 

trends

Table 3-1 | Website security trends for November 2013

Reported types of 
malicious code

Domains with 
malicious code

URLs with 
malicious code

November OctoberReported malicious codes

Monthly Change 

in Malicious Code 

Detections

As of November 2013, the number of malicious code reports decreased to 1,290 which is a 31% 

decrease from the 4,228 reported in the previous month.

Figure 3-1 | Monthly Change in Malicious Code Detections
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Monthly Change in the 

Number of Reported 

Malicious Code Types Figure 3-2 | Monthly Change in the Number of Reported Malicious Code Types

The number of reported types of malicious code decreased to 101, a 56% decrease from 179 

reported in the previous month.

Monthly Change 

in Domains with 

Malicious Codes Figure 3-3 | Monthly Change in Domains with Malicious Codes

The number of reported domains with malicious code decreased to 71 which is 59% of 121 

reported in the previous month.

Monthly Change in 

URLs with Malicious 

Codes

154 URLs with malicious code were reported, which is 36% of 432 reported in the previous 

month.

Figure 3-4 | Monthly Change in URLs with Malicious Codes
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Ranking ↑↓ Malicious Code Reports   Percentage

Type Report     Percentage

Table 3-2 | Top Distributed Types of Malicious Code

Figure 3-5 | Top Distributed Types of Malicious Codes

1 NEW Trojan/Win32.Agent 254 28.6 %

2 ▲4 Spyware/Win32.Gajai 136 15.3 %

3 ▲1 Adware/Win32.DelBar 131 14.7 %

4 ▲3 Win-Trojan/Downloader.12800.LU 88 9.9 %

5 NEW Trojan/Win32.Starter 66 7.4 %

6 NEW Adware/Win32.Clicker 48 5.4 %

7 NEW Trojan/Win32.Jorik 45 5.1 %

8 ▲2 Trojan/Win32.ADH 43 4.8 %

9 — Trojan/Win32.KorAd 42 4.7 %

10 �2 Win32/Induc 36 4.1 %

 TOTAL 889 100.0 %

Top Distributed Types 

of Malicious Code

Trojans were the top distributed type of malicious code with 812 (62.9%) cases, followed by 

Adware with 230 (17.8%) cases and Spyware with 136 (10.5%) cases reported.

Top 10 Distributed 

Malicious Codes

Trojan/Win32.Agent was the most distributed malicious code with 254 (28.6%) cases, and 4 

malicious codes, including Trojan/Win32.Agent, newly emerged in the Top 10 list.

Table 3-3 | Top 10 Distributed Malicious Codes

TROJAN 812 62.9 %

ADWARE 230 17.8 %

SPYWARE 136 10.6 %

DROPPER 16 1.3 %

Win32/VIRUT 7 0.5 %

DOWNLOADER 5 0.4 %

ETC 84 6.5 %

1,290 100.0 %
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