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Ⅰ. Security Trends- October 2010

1. Malicious Code Trend

Malicious Code Statistics

The table below shows the percentage breakdown of the top 20 

malicious codes reported in October 2010. 

[Table 1-2] Top 20 Malicious Code Variant Reports 

As of October 2010, Win-Trojan/Agent is the most reported mali-

cious code, representing 14% (856,917 reports) of the top 20 re-

ported malicious code variants, followed by Win32/Parite (820,974 

reports) and Win-Trojan/Onlinegamehack (672,577 reports). 

The chart below categorizes the top malicious codes reported 

this month. 

[Fig. 1-1] Primary Malicious Code Type Breakdown 

As of October 2010, Win32/Parite is the most reported malicious 

code, followed by TextImage/Autorun and JS/Cve-2010-0806, re-

spectively. 9 new malicious codes were reported this month. 

[Table 1-1] Top 20 Malicious Code Reports 

The table below shows the percentage breakdown of the top 20 

malicious code variants reported this month. 
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Compared to last month, the number of reports on Trojan, worm, 

virus and dropper increased, whereas, the number of reports on 

script, adware, appcare downloader and spyware decreased. 

There has been a decrease in malicious code reports in October, 

which dropped 397,717 to 11,735,344 from 12,133,061 in Sep-

tember. 

[Fig. 1-2] Top Malicious Code Type Comparison Chart 

[Fig. 1-3] Monthly Malicious Code Reports 

[Table 1-3] Top 20 New Malicious Code Reports 

As of October 2010, Win-Trojan/Agent.36864.BSD is the most re-

ported new malicious code, representing 17.2% (127,643 reports) 

of the top 20 reported new malicious codes, followed by JSP/

Agent (120,419 reports). 

Malicious Code Issues

Fake Stuxnet removal tool

As of October 2010, Trojan is the most reported malicious code, 

representing 46.1% of the top reported malicious codes, followed 

by Worm (12.7%) and Virus (12.1%). 

[Fig. 1-4] New Malicious Code Type Breakdown 

As of October 2010, Trojan is the most reported new malicious 

code, representing 76% of the top reported new malicious codes. 

It was followed by adware (6%) and dropper (4%). 

The table below shows the percentage breakdown of the top 20 

new malicious codes reported in October 2010. 
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[Fig. 1-5] Fake Stuxnet cleaner

[Fig. 1-8] Sharp rise in Win32/Parite virus

It hit the highest point on October 15, 2010 and gradually 

dropped. Parite virus is usually distributed via malware or adware. 

The virus this time was found to be distributed via adware. If not 

intentional, the adware distributor was either not aware of the in-

fection or did not scan the adware with an antivirus before distrib-

uting it. The number of reports on Parite virus at present is similar 

to the beginning of the month.

There was also a leap in the number of reports on Palevo worm. 

The highest point was hit on October 7.

[Fig. 1-7] USPS message scam with malicious JPEG file

Because Stuxnet is such major news, the miscreants who like to 

spread malware are taking advantage of this for their malicious 

activities. We have discovered a free Stuxnet removal tool (Win-

Trojan/Deltree.75776.C) that is actually a piece of malware. It 

takes the form of the following icon, and claims to be provided 

by Microsoft.

When the malware is executed, it executes the following batch 

commands to delete all files on the C:\ drive. As a result, your sys-

tem will not start properly.

The Stuxnet worm has been a subject of much discussion 

amongst security researchers and media. Now hackers are try-

ing to capitalize on the widespread concern by releasing removal 

tools that actually contain malware. You must remember that an-

tivirus software vendors do not send setup files for their products 

as email attachments nor provide them on non-official websites. 

You must always ensure that you download them from an official 

or credible online source.

[Fig. 1-6] Batch commands executed by fake Stuxnet cleanerl

What sets these emails apart from other Oficla distribution com-

panies is the use of an image instead of plain text to deliver the 

message to trick anti-spam filters. The malicious file attached 

to the message is reported to be Dropper/Malware.178176.AB. 

Opening the file will download a rogue antivirus from a system in 

Germany. In general, people will tend to ignore such emails that is 

not written in their native languages. So, not many people would 

have been affected by this scam. The major driving factor for 

scammers is financial gain, but the rogue antivirus market is now 

saturated and the profits made by cybercriminals are negligible. 

With the antivirus industry and law enforcement agencies focus-

ing their attention on such rogue solutions, it will be increasingly 

difficult for such programs to survive. But, intense competition in 

the market is creating more sophisticated rogue antivirus – there 

are even some rogueware sloppily translated into Korean. It is also 

advisable not to open any email from unknown senders.

Increase in Parite virus and Palevo worm

There was a momentary sharp rise in the number of reports on 

Win32/Parite and Win32/Palevo.worm.Gen infection. Parite virus 

is an old virus that has been around for more than eight years. We 

discovered that the reported infected file was infected by Korean 

adware. The number of reports on Parite virus is as below:

USPS delivery problem scam

A message forged to appear as sent from the US Postal Service 

was reported this month. The message comes with the subject of 

“USPS Delivery Problem NR #######” (where # is a random digit) 

and uses an image file, xxs664.jpg (27,692 bytes), to deliver the 

message..
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[Fig. 1-9] Sharp rise in Win32/Palevo.worm.Gen 

We are not sure about what caused the sharp rise, but Palevo 

worm is usually distributed via USB flash drives. If you delete the 

malicious file in the local drive, but not the malicious threat insert-

ed into Explorer.exe, the worm will keep communicating with its 

controlling entity and create autorun.inf files pointing to its copy. 

When the USB drive is inserted into the machines with the Au-

torun feature enabled, the system will be automatically infected. 

Android PornoPlayer

PornoPlayer is a variant of the first SMS Trojan application known 

to affect Android devices. AhnLab V3 mobile detected this mal-

ware as Android-Trojan/SmsSend.B. It appears in the application 

panel as PornoPlayer with WMP (Windows Media Player) icon.

[Fig. 1-10] PornoPlayer disguised as WMP

[Fig. 1-11] PornoPlayer detected by V3 Mobile

This original malware was detected as Android-Trojan/SmsSend 

for the first time on August 10, 2010 and also on September 9, and 

its variant was detected as Android-Trojan/SmsSend.B on October 

14.

Smartphone spyware

Smartphone spyware steals call logs, emails, SMS messages or 

GPS data from smartphones and allows attackers to eavesdrop on 

active phone calls held in the vicinity of the device.. It is aimed 

at various smartphone platforms, including Symbian/Symbian9, 

Windows Mobile, BlackBerry, iPhone and Android. Once the spy-

ware is installed, it records your incoming/outcoming calls, text 

messages, downloads, GPS coordinates and more. The recorded 

information will be sent to the attacker and you can also check 

the record online. It is usually used to protect children so parents 

can monitor their activity, but for most part, the technology is 

used to spy on adults – mainly a spouse or employee. However, 

once installed, it works stealthily – the person you are spying on 

will almost never have any clue. In reality, if you installed the spy-

ware on someone’s smartphone, you have hijacked it. Recently, 

an Android spyware was detected in Korea – Android-Spyware/

Mobilefonex. Once installed, it will not be detected if not scanned 

by a security tool. It will expose personal data without the user’s 

knowledge. To decrease the odds of your smartphone being hi-

jacked, you are advised to regularly run anti-virus software on 

your phone. Also, do not alter OS software, such as JailBreaking 

and Rooting.

PornoPlayer sends SMS messages to premium rate phone num-

bers to collect money via charges to the victim’s account.

V3 Mobile detected the malware as follows:
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Fig. 2-2 above shows the monthly malicious code intrusion of 

websites. The number of intrusion fell slightly from the previ-

ous month. This month, there have been many reports on online 

game hacks distributed via websites again. MS10-018 vulnerabil-

ity was exploited the most.  

To prevent this, it is important for users to be aware of this threat 

and regularly get the latest security updates.

2. Security Trend

Security Statistics

Microsoft Security Updates- October 2010

Microsoft released 16 security updates in this month.

[Fig. 2-1] MS Security Updates

[Table 2-1] MS Security Updates for October 2010

Microsoft released 6 security updates for systems, 2 for IE, 2 for 

Office, 4 for applications and 2 for servers this month.

[Fig. 2-2] Monthly malicious code intrusion: website

Malicious Code Intrusion: Website 

Security Issues

LNK vulnerability (CVE-2010-2568)

In the beginning of this month, the stuxnet malware was a big is-

sue at home and abroad. LNK(CVE-2010-2568) vulnerability is one 

of the vulnerabilities the malware exploites. Simply browsing the 

directory in which the LNK file is located automatically runs the 

malware without any additional user interaction.

[Fig. 2-3] LNK file structure

When the idlcon value of the LNK file is set to 0, it loads and ex-

ecutes the DLL file in the LNK file path.
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[Fig. 2-4] Malicious LNK file execution

Increase in attacks against MS10-018 vulnerabilities

In March this year, Microsoft released MS10-018 covering 10 vul-

nerabilities, including CVE-2010-0806, a zero-day threat discov-

ered in the wild. Attacks against the vulnerabilities increased in 

Korea this month. 

Microsoft released (MS10-018) cumulative security update on 

March 31, but the number of attacks in Korea is increasing be-

cause many of the websites visited by Korean users are being 

used to distribute malicious codes through SQL injection. V3 de-

tected this attack as JS/CVE-2010-0806 and the number of attacks 

tabulated by AhnLab Malicious Code Processing (AMP) system is 

as below: 

Starting from the SHELL32!_imp_LoadLibraryW function, it loads 

the DLL file in the LNK file path and executes it.

[Fig. 2-5] LNK file path in USB drive 

Specifically, it takes advantage of specially-crafted LNK files 

placed on USB drives to automatically execute malware as soon 

as the LNK file is read by the operating system.

The zero-day LNK file vulnerability reported in September 

prompted Microsoft to issue a patch.

Firefox Zero-Day (CVE-2010-3765)

The official website of the Nobel Peace Prize was compromised 

and used to serve an exploit targeting a zero-day vulnerability in 

Mozilla Firefox.

[Fig. 2-6] Shellcode exploiting Firefox zero-day flaw

[Fig. 2-7] Execution commands

The flaw is a buffer overflow that executes the shellcodes to 

obtain system privileges. As for the Firefox vulnerability, Firefox 

3.6.12 or Firefox 3.5.15  have been confirmed to be safe from this 

attack.

[Fig. 2-8] Attacks by JS/CVE-2010-0806 on October 1

The number of attacks soared to 14,000 on September 28 and 

continued to climb to 20,200 and 19,000 on September 29 and 30. 

Statistics by overseas security solution providers also showed in-

crease in malicious JavaScript codes that exploit MS10-018 flaws 

from June and July. Most malicious codes that exploit vulnerabili-

ties in IE, such as JS/CVE-2010-0806, allow remote code execution 

and information disclosure. If the vulnerabilities in IE are exploited 

successfully, the consequence and impact could be catastrophic.

AhnLab V3 Internet Security 8.0
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[Table 3-1] Website Security Summary

 As of October 2010, 

there were 105,947 

reported malicious 

codes, 920 types of 

reported malicious 

code, 794 reported 

3. Web Security Trend

Web Security Statistics

Web Security Summary

Monthly Reported Malicious Codes

[Fig. 3-1] ] Monthly Reported Malicious Codes

domains with malicious code, and 3,404 reported URLs with mali-

cious code. The number of reported malicious codes and types of 

reported malicious codes increased this month. 

As of October 2010, the number of reported malicious codes de-

creased 24% to 105,947, from 85,167 the previous month. 

Monthly Reported Types of Malicious Code

[Fig. 3-2] Monthly Reported Types of Malicious Code

As of October 2010, the number of reported types of malicious 

code increased 7% from 857 the previous month to 920. 

Distribution of Malicious Codes by Type

[Table 3-2] Top Distributed Types of Malicious Code 

[Fig. 3-3] Monthly Domains with Malicious Code 

Monthly Domains with Malicious Code

As of October 2010, the number of reported domains with mali-

cious code increased 15% to 794, from 693 the previous month. 

Monthly URLs with Malicious Code

[Fig. 3-4] Monthly URLs with Malicious Code 

As of October 2010, the number of reported URLs with malicious 

code increased 29% to 3,404, from 2,637 the previous month. 
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[Fig. 3-5] Top Distributed Types of Malicious Code 

Top 10 Distributed Malicious Codes

[Table 3-3] Top 10 Distributed Malicious Codes 

Web Security Issues

OWASP 2010 TOP 3  

Since Vol. 6, we are reviewing the OWASP Top 10 for 2010. This is 

the third part in a series describing the OWASP Top 10 for 2010. 

In this part, we will review Top 3 web application security risk of 

OWASP 2010 - Broken Authentication and Session Management.1 

1. www.owasp.com, café.naver.com/securityplus

As of October 2010, Win-Adware/Shortcut.InlivePlayerAc-

tiveX.234 is the most distributed malicious code, with 15,396 

cases reported. 5 new malicious codes, including Win-Trojan/

Npkon.53248, emerged in the top 10 list this month.

[Fig. 3-6] Broken Authentication and Session Management

Trojan is the most distributed type of malicious code represent-

ing 36.6% (38,784 reports) of the top distributed type of malicious 

codes, followed by adware that represent 23.3% (24,738 reports). 

1) Details

  l Threat Agents: External attackers, as well as users with their 

           own accounts, who may attempt to steal accounts from oth-

          ers.  Also, insiders wanting to disguise their actions. 

  l Attack Vectors: Attacker uses leaks or flaws in the authenti-

            cation or session management functions ( exposed accounts, 

          passwords, session IDs) to impersonate users

  l Security Weakness: Developers frequently build custom a-

          uthentication and session management schemes, but build-

            ing these correctly is hard. As a result, these custom schemes 

            frequently have flaws in areas such as logout, password man-

          agement, timeouts, remember me, secret question, account 

           update, etc. Finding such flaws can sometimes be difficult, as 

          each implementation is unique.

      l Technical Impacts: Such flaws may allow some or even all 

             accounts to be attacked. Once successful, the attacker can do 

           anything the victim could do. Privileged accounts are freque-

           ntly targeted.

  l Business Impacts: Consider the business value of the affec-

           ted data or application functions. Also consider the business 

          impact of public exposure of the vulnerability. 

2) Attack scenario

Airline reservations application supports URL rewriting, putting 

session IDs in the URL below. An authenticated user of the site 

wants to let his friends know about the sale. He e-mails the below 

link without knowing he is also giving away his session ID.

http://example.com/sale/saleitems;jsessionid=2P0OC2JDPXM0OQS

NDLPSKHCJUN2JV?dest=Hawaii

When his friends use the link they will use his session and credit 

card. 

3) Prevention

The primary recommendation for an organization is to make the 

The application security risk for broken authentication and ses-

sion management is as follows:
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following available to developers:

  l A single set of strong authentication and session manage-

            ment controls. Such controls should strive to:

           a) meet all the authentication and session management re-

                 quirements defined in OWASP’s Application Security Verifi-

                cation Standard (ASVS) areas V2 (Authentication) and V3 (S-

             ession Management).

            b) have a simple interface for developers. The ESAPI Authen-

              ticator and User APIs should be considered as good exam-

             ples to emulate, use, or build upon.

  l Strong efforts should also be made to avoid XSS flaws whi-

           ch can be used to steal session IDs.[Reference]

OWASP

wOWASP Authentication Cheat Sheet

wESAPI Authenticator API

wESAPI User API

wOWASP Development Guide: Chapter on Authentication

wOWASP Testing Guide: Chapter on Authentication

External

wCWE Entry 287 on Improper Authentication

AhnLab V3Net for Windows Server 7.0






