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Ⅰ. Security Trends- September 2010

1. Malicious Code Trend

Malicious Code Statistics

The table below shows the percentage breakdown of the top 20 

malicious codes reported in September 2010. 

[Table 1-2] Top 20 Malicious Code Variant Reports 

As of September 2010, Win-Trojan/Onlinegamehack is the most 

reported malicious code, representing 12.5% (757,919 reports) of 

the top 20 reported malicious code variants, followed by Win-JS/

Iframe (755,422 reports) and Win-Trojan/Agent (685,258 reports). 

The chart below categorizes the top malicious codes reported 

this month. 

[Fig. 1-1] Primary Malicious Code Type Breakdown  

As of September 2010, JS/Iframe is the most reported malicious 

code, followed by JS/Exploit and TextImage/Autorun, respective-

ly. 8 new malicious codes were reported this month. 

[Table 1-1] Top 20 Malicious Code Reports 

The table below shows the percentage breakdown of the top 20 

malicious code variants reported this month.

AhnLab Policy Center 4.0
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Compared to last month, the number of script, worm and virus in-

creased, whereas, the number of Trojan, adware, dropper, down-

loader and spyware dropped. The number of Appcare was similar 

to the previous month. 

There has been a decrease in malicious code reports in Septem-

ber, which dropped 398,258 to 12,133,061 from 12,531,319 in Au-

gust.

[Fig. 1-2] Top Malicious Code Type Comparison Chart  

[Fig. 1-3] Monthly Malicious Code Reports 

[Table 1-3] Top 20 New Malicious Code Reports 

As of September 2010, Win32/Korlab.worm.237568 is the most re-

ported new malicious code, representing 12.4% (50,335 reports) 

of the top 20 reported new malicious codes, followed by Win-Tro-

jan/Downloader.73728.FP (47,260 reports). 

Malicious Code Issues

Malicious tweet link to fake TweetDeck update 

Twitter users who recently clicked on a tweet link urging them to 

upgrade their TweetDeck (application used to read and post on 

As of September 2010, Trojan is the most reported malicious code, 

representing 44.9% of the top reported malicious codes, followed 

by Script (17.3%) and Worm (11.3%). 

[Fig. 1-4] New Malicious Code Type Breakdown 

As of September 2010, Trojan is the most reported new malicious 

code, representing 74% of the top reported new malicious codes. 

It is followed by adware (15%) and worm (7%). 

The table below shows the percentage breakdown of the top 20 

new malicious codes reported in September 2010. 

AhnLab V3 MSS
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Email scam with html attachment 

Email with the following subjects containing a malicious html at-

tachment were reported this month.

1) report

2) Delivery Status Notifica

The malicious html attachment was found to be encoded in a spe-

cific pattern as below. 

[Fig. 1-5] TweetDeck

[Fig. 1-8] Fake system scan

[Fig. 1-7] Encoded malicious html file

A digital certificate that secures communication with Twitter web-

site has been causing trouble for third-party applications that in-

tegrate with it.

Scammers tried to take advantage of the fact that many users will 

soon have to update their version of the TweetDeck software.

 They posted tweets to upload an untrustworthy executable file, 

called tweetdeck-08302010-update.exe, from hacked Twitter ac-

counts.

1. TweetDeck will work until tomorrow, udate now! http://alturl.com/xxx

2. Download TweetDeck udate ASAP! http://alturl.com/xxx

3. Update TweetDeck! http://alturl.com/xxx

4. Hurry up for tweetdeck update! http://alturl.com/xxx

5. Sorry for offtopic, but it is a critical TweetDeck update. It won’t t 

   work tomorrow http://alturl.com/xxx

Twitter sent a password reset notification to accounts that have 

been distributing the malicious link. Users who have received this 

notification are advised to change the password of their hacked 

accounts.

Meanwhile TweetDeck reiterated that users should visit its official 

website, http://www.tweetdeck.com/desktop/ for patches.

[Fig. 1-6] Tweets with link urging users to upgrade their TweetDeck 

The HTML file redirects users to a fake AV site as below:

<meta http-equiv=”refresh” content=”0;url=hxxp://XXXXXXXXX

XXXX/x.html> 

The malicious site will display a flash file that seems to scan your 

system. The following fake alert will be displayed, claiming your 

PC has multiple security issues that need to be removed by down-

loading a AV file.

Twitter) have found themselves infected with a Trojan.

You are advised to exercise increased caution before opening 
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“Here you have” virus email

A new virus based in emails with the subject line “Here You 

have” began running rampant, hitting corporate America, in 

early September. AhnLab, Inc. named the worm, “Win32/Swisyn.

worm.290816”. The worm spread via email with the subject line of 

“Here you have” and “Just for you” as below:

[Fig. 1-11] ARP spoofing attack

SQL injection compromises vulnerable sites, embedding mali-

cious scripts in web pages or injecting an Iframe to redirect visi-

tors to malicious sites. If you visit the malicious site with your vul-

nerable web browser, your PC will be infected in the above order. 

Your infected PC will then become an ARP spoofing machine that 

launches ARP spoofing attack on systems in the same subnet-

work even when users do not visit the malicious website.

To prevent this attack, it is advisable to regularly update your web 

browser to the latest version. As a matter of fact, web site admin-

istrators must conduct security inspection on their websites daily 

and remove any existing vulnerabilities. It is also important to use 

an antivirus software while keeping your web browser up to date. 

Additionally, it is advisable to use an integrated security software 

with intrusion prevention and firewall features to protect your PC 

against ARP spoofing. 

Another variant of this work is Win32/Autorun.worm.44032.G that 

was reported in early August 2010. As it can be observed from 

the name, it also self-propagates via mobile disk external storage 

such as USB flash drive. When executed, it creates multiple copies 

of itself in the local disk – it creates Win32/Swisyn.worm.290816 

file in the Windows folder.

ARP spoofing yet again

This month, we have seen many ARP spoofing malware that was 

rampant in 2007 and 2008. The ARP spoofing attack reported this 

month was also launched by exploiting a web browser vulnerabil-

ity. Attackers install ARP spoofing malware on your machine to 

steal your online game account information.

The attack is launched in the following order:

[Fig. 1-9] Email containing Win32/Swisyn.worm.290816

[Fig. 1-10] Copy of Win32/Swisyn.worm.290816

Win32/Autorun.worm.44032.G worm creates a svchost.exe file. 

Both files have the same names as Windows system files, but they 

are not located in the normal Windows system folder, which is 

usually C:\windows\system32. In general, worms usually disguise 

themselves as normal Windows system files to confuse users or 

trick them about their location.

They then download files hosted on the Internet. The files extract 

passwords from web browsers, various email clients, and other ap-

plications. They also terminate antivirus services by comparing the 

internal strings.links or attachments in emails from unfamiliar addresses – always 

scan file attachments with your antivirus software before opening 

them. It is also advisable not to open any email from unknown 

senders.
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[Fig. 1-12] Malicious site distributing fake Jailbreak tool for iPhone

Fake Jailbreak tool for iPhone 

A fake Jailbreak tool for iPhone was reported to be circulating.

Fake websites claiming to offer the new Jailbreak download for 

iPhone have appeared. Jailbreak is a tool widely used to install 

various applications without going to the app store. It is installed 

exploiting a vulnerability in iPhone, so it needs to be installed ev-

ery time iOS is updated. There is not yet a Jailbreak tool for iOS 4.1, 

so many users are mistaking the newly distributed Jailbreak for a 

legitimate tool and actually downloading a malicious file. It has 

caused more damage, being distributed via Torrent, a P2P service. 

The fake Jailbreak steals personal information from your iPhone. 

More similar cases are expected in the near future.

Fig. 2-2 above shows the monthly malicious code intrusion of 

websites. The number of intrusion fell slightly from the previous 

month. But, there were more damages caused than August as 

Onlinegamehack was distributed through sites attacked by ARP 

spoofing.

2. Security Trend

Security Statistics

Microsoft Security Updates- September 2010

Microsoft released 9 security updates in this month.

[Fig. 2-1] MS Security Updates

[Table 2-1] MS Security Updates for September 2010

Microsoft released 4 security updates for the system, 0 for IE, 3 for 

Office and 1 for the application this month, along with multiple 

updates for remote vulnerabilities. You must be extra careful with 

Print Spooler Service (MS10-061) and MPEG-4 Codec (MS10-062), 

as these vulnerabilities could get exploited by worms, malware or 

automatic attack tools.

[Fig. 2-2] Monthly malicious code intrusion: website

Malicious Code Intrusion: Website

Security Issues

Vulnerability in Adobe Flash Player (CVE-2010-2884)

A zero-day vulnerability has been discovered – Adobe has already 

released a security advisory.

The currently circulating malicious flash file dynamically creates 

and runs two SWF files when executed. The first swf file has a mali-

cious code that causes the vulnerability, and the actual malicious 

action is conducted by the original flash file. This exploit will use 

ActionScript commands to spray shellcode into memory and load 

another. 
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Zero-Day Vulnerability in Adobe Reader (CVE-2010-2883)

Lately, there have been repeated reports on PDF vulnerabilities. 

The CVE-2010-2883 vulnerability is similar to previously reported 

vulnerabilities on fonts.  A stack-buffer overflow was found in the 

way Acrobat Reader process TrueType Font (CoolType.dll) The re-

sult of analyzing the malicious PDF file that exploit this vulner-

ability is as below

[Fig. 2-3] Flash file structure

The heap spraying ActionScript code is as follows: 

[Fig. 2-4] Heap spraying ActionScript code

Opening the second file with Internet Explorer will crash flash10h.

ocx, a file associated with Flash Player. The value in the address of 

ecx (which is passed to eax) is overwritten with an invalid value. If 

the attacker can spray enough shellcode into memory and cover 

the value of edx, he/she will be able to exploit the vulnerability.

[Fig. 2-5] Jumping from Flash10i.ocx to shellcode location

Wrong object is passed to nextname1 This vulnerability may be 

exploited in Android operating system as well. It is advisable to 

never open SWF and PDF files from untrusted sources, especially 

while the vulnerability remains unpatched.

1. Get the name of the next property when iterating over an object

[Fig. 2-6] Malicious PDF file structure

The specially crafted PDF file contains multiple font files that are 

the same. If you decompress the object of a font file, you can get 

a Truetype font file (ttf ). 

[Fig. 2-7] Decompressed object no. 97

The problem occurs when parsing the Unique Name field within 

the “SING” table of a TrueType font. The structure or the table is as 

below: 

| Tag : “SING” | Checksum | Offset | Length |  

[Fig. 2-8] SING Table & StackOverflow
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Apple QuickTime zero-day vulnerability

This issue is caused by a flaw in QTPlugin.ocx. With the recent 

increase in iPhone users, QuickTime plugin is widely installed as 

it is installed along with iTunes. The plugin accepts a parameter 

named _Marshaled_pUnk that it uses as a valid pointer. By speci-

fying invalid values, an attacker can force the application to jump 

to a controlled location in memory. 

The order is as below:

[Fig. 2-11] ARP spoofing with Onlinegamehack

① The attacker attacks random websites (SQL Injection, XSS) and 

inserts yahoo.js link into vulnerable web pages

② Three websites are built and managed to distribute the mali-

cious code

③ Vulnerable websites get linked to the three websites by the 

inserted yahoo.js

④ The local PC uses a vulnerable Internet Explorer to connect to 

the crafted website with yahoo.js

⑤ The inserted yahoo.js link opens and gets downloaded and ex-

ecuted on the local PC

⑥ The executed yahoo.js additionally downloads and executes 

ad.htm, news.html, count.html on the local PC

⑦ ad.htm and news.html exploits the Internet Explorer vulner-

ability to download and execute s.exe

⑧ When the s.exe gets downloaded and executed on the local 

PC, smx4pnp.dll gets created and executed

⑨ The running smx4pnp.dll additionally downloads and executes 

ma.exe and tt.exe on the local PC

⑩ ma.exe is a malicious Onlinegamehack code that steals online 

gamer’s information

Adobe has released a security advisory. It is advisable to never 

open PDF files from untrusted sources, especially while the vul-

nerability remains unpatched

[Fig. 2-9] Value changing to Hex value

The value sent via _Marshaled_pUnk is changed and saved as Hex 

value.

[Fig. 2-10] Change in CALL flow

The CALL flow changes according to the final Value (eax) value.

Website intrusion case study: ARP Spoofing and Onlinegamehack

We have fought against many security attacks, but the most un-

forgettable one would be ARP Spoofing with Onlinegamehack, 

which was rampant in 2007 and 2008. At the time, many mali-

cious codes that exploited compromised websites and applica-

tions (Internet Explorer, Flash, PDF) were being distributed, and 

the hacking technique, “ARP spoofing” spread the malicious codes 

even more.

But, ARP spoofing with Onlinegamehack, which was inactive for 

some time now, was found by Active Honeypot again in August 

this year. We have collected multiple variants and updated our 

security engines accordingly, and reported the compromised 

websites to the government and our users, to prevent damages. 

However, many of our users (enterprise) are still being attacked. 

ARP spoofing with Onlinegamehack works as below: 
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[Table 3-1] Website Security Summary 

As of September 

2010, there were 

85,167 reported ma-

licious codes, 857 

types of reported 

malicious code, 693 

reported domains 

3. Web Security Trend

Web Security Statistics

Web Security Summary

Monthly Reported Malicious Codes

[Fig. 3-1] ] Monthly Reported Malicious Codes 

with malicious code, and 2,637 reported URLs with malicious 

code. The number of reported malicious codes, types of malicious 

code, and domains and URLs with malicious code have decreased 

from last month. 

As of September 2010, the number of reported malicious codes 

decreased 9% to 85,167, from 94,045 the previous month

Monthly Reported Types of Malicious Code

[Fig. 3-2] Monthly Reported Types of Malicious Code

As of September 2010, the number of reported types of malicious 

code decreased 3% from 880 the previous month to 857.

[Fig. 3-3] Monthly Domains with Malicious Code 

Monthly Domains with Malicious Code

As of September 2010, the number of reported domains with ma-

licious code decreased 11% to 693, from 782 the previous month.

Monthly URLs with Malicious Code

[Fig. 3-4] Monthly URLs with Malicious Code 

As of September 2010, the number of reported URLs with mali-

cious code decreased 28% to 2,637, from 3,638 the previous 

month. 

⑪ tt.exe is a malicious code with ARP spoofing feature

The following vulnerability was exploited.

▶ MS10-035: http://www.microsoft.com/korea/technet/security/

bulletin/MS10-035.mspx

The Internet Explorer has been updated to the latest version – The 

attack exploits a vulnerability in IE, so if the IE on your infected PC 

has been updated to the latest version, your PC and all the PCs in 

the same network will be safe from the attack. It is very important 

to use an antivirus software while keeping your web browser up 

to date.
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[Fig. 3-5] Top Distributed Types of Malicious Code 

Top 10 Distributed Malicious Codes

[Table 3-3] Top 10 Distributed Malicious Codes 

Web Security Issues

Malware distributed through SNS messages

A Koobface variant was found in messages in SNS such as Face-

[Fig. 3-6] Messages with malicious links

Distribution of Malicious Codes by Type

[Table 3-2] Top Distributed Types of Malicious Code 

Win32/VIRUT is the most distributed type of malicious code rep-

resenting 28% (23,852 reports) of the top distributed type of ma-

licious codes, followed by Adware that represent 26.1% (22,229 

reports).

book and Myspace.

It is distributed through specially-crafted URLs in messages as be-

low.

If you click the malicious link, you will be directed to a fake You-

Tube site.

A malware will then be installed on your system.

[Fig. 3-7] Fake YouTube site

If the malware gets installed on your system, it will steal personal 

information such as your Facebook account or credit card infor-

mation, or make your system a zombie that carries out master 

commands by connecting to a p2p botnet. Also, additional mal-

ware will be installed on your system to increase network traffic 

and decrease network availability. Your stolen SNS account infor-

mation will be used to spread other malware.
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[Table 3-4] List of malware detected by V3

To prevent this:

1. Install an antivirus program and keep updated to the latest ver-

sion and turn on real-time scan.

2. Do not click on any link from unknown sources.

3. Regularly change your password.

Exploitation of XSS vulnerability in Twitter website

A security solution provider found an XSS (Cross-Site Scripting) 

vulnerability in Twitter website on September 7.

The flaw was exploited by two websites – each site executed dif-

ferent scripts.

[Fig. 3-8] Script that abuses XSS flaw 

The scripts steal the cookies of the Twitter user, which is trans-

ferred to two specific servers. Twitter has identified and patched 

the XSS flaw.

V3 detected the script as JS/Twetti.

AhnLab V3 Internet Security 8.0

V3 detects the worm as below:
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 II . Security Trends- 3Q 2010

1. Malicious Code Trend

Malicious Code Statistics

The table below shows the percentage breakdown of the top 20 

malicious codes reported in Q3 of 2010. 

[Table 4-1] Top 20 Malicious Code Reports 

As of Q3 2010, TextImage/Autorun is the most reported malicious 

code, followed by JS/Iframe and JS/Exploit, respectively. 8 new 

malicious codes were reported this quarter. 

[Table 4-2] Top 20 Malicious Code Variant Reports 

The table below shows the percentage breakdown of the top 20 

malicious code variants reported this quarter. 

As of Q3 of 2010, Win-Trojan/Agent is the most reported mali-

cious code, representing 14.4% (2,433,531 reports) of the top 20 

reported malicious codes. It is followed by Win-Trojan/Download-

er representing 12.7% (2,143,188 reports), and Win-Trojan/Onlin-

egamehack, representing 9.8% (1,658,724 reports) of the top 20 

reported malicious codes. 

The chart below categorizes the top malicious codes reported in Q3 

of 2010.

[Fig. 4-1] Primary Malicious Code Type Breakdown  AhnLab V3Net for Windows Server 7.0
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As of Q3 of 2010, Trojan is the most reported malicious code, rep-

resenting 46% of the top reported malicious codes, followed by 

Script (13.5%), and Worm (11%). 

[Fig. 4-2] Monthly Malicious Code Reports  

There has been a decrease in malicious code reports this quarter, 

which dropped 2,816,796 to 37,022,157 from 34,205,361 the pre-

vious quarter. 

The table below shows the percentage breakdown of the top 20 

new malicious codes reported in Q3 of 2010. 

[Table 4-3] Top 20 New Malicious Code Reports 

As of Q3 of 2010, Win-Trojan/Downloader.191416 is the most re-

ported new malicious code, representing 1.5% (104,140 reports) 

of the top 20 reported new malicious codes, followed by Win-Tro-

jan/Downloader.24576.AGK (93,982 reports). 

[Fig. 4-3] New Malicious Code Type Breakdown 

As of Q3 of 2010, Trojan is the most reported new malicious code, 

representing 45% of the top reported new malicious codes. It is 

followed by script (15%) and adware (10%). 

Malicious Code Issues

 The security issues in Q3 can be narrowed down into: 7.7 DDoS 

attack, SNS malware, fake AV and smartphone malware. The fol-

lowing security attacks occurred in Q3:

Looking back at the 7.7 DDoS attack

It has been a year since the 7.7 DDoS attack, which paralyzed major 

websites in Korea on July 7 last year. Many security solution provid-

ers were on close watch for new attacks in July. Fortunately there 

were only small-scale attacks reported.   The cause of the recurring 

attack is as below:

[Fig. 4-4] Forced allotment of the year 2009 

As it can be seen from Fig. 4-4 above, even if you get the local 

time, the year 2009 will get allotted again. So, “unrepaired” sys-

tems may execute the attack again. If you have not yet installed 

an antivirus or restored an infected hard disk image, 7.7 DDoS at-

tack will repeat itself on the same day every year.

me2DAY and Twitter malware disguised as freeware

On July 30, we discovered a malware that used SNS (me2DAY and 

Twitter) to distribute a Korean freeware. The freeware is supposed 

to be a mosquito repellent software, but in fact, when run, it cre-
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[Fig. 4-5] me2DAY example

[Fig. 4-6] Twitter example

However when we tested it, the file did not exist in the system, 

and there were no tweet commands as of May 2010, which means 

the Twitter account is no longer used. V3 diagnosed this malware 

as below.

Dropper/Twitbot.494080

Win-Trojan/Agent.101376.DG

Rogue antivirus disguised as normal antivirus

Many rogue anti-viruses disguised as normal anti-viruses were 

reported this quarter.  This rogue program runs in idle mode and 

displays the following warning message when the user runs an 

Internet Explorer executable file.  It acts as a legitimate antivirus.

[Fig. 4-7] Rogue antivirus acting as a legitimate antivirus

If you click ‘Apply actions’, it will display a fake virus removal win-

dow. But, it will not remove any security threats.  It will then dis-

play the following window – other variants will disguise itself as 

‘Virus Total’, a well-known online file scanning site. Another vari-

ant is as below:

[Fig. 4-8] Window tricking users into installing rogue antivirus

Malicious application for smartphones start appearing

Starting from August, malicious applications that run on smart-

phones with Android platform have been reported. The following 

three types of malicious applications for Android were reported 

in August.

 lAndroid-Trojan/Ewalls changes the wallpaper of smartphones. 

     It steals sensitive information, such as SIM information, without 

     consent from the user.  The producer is defending themselves, 

     saying that the information were collected to develop better 

     programs, but leaking information that identifies individuals is 

     illegal.  This malicious application will be discussed in detail be-

     low.  

 lAndroid-Trojan/SmsSend is a program disguised as a video 

    player. It does not play videos, but sends paid SMS (Short Mes

ates a DLL file, ckass.dll (101,376 bytes), in the Windows system 

folder (C:\windows\system32).

The DLL file attempts to connect to specific pages of me2DAY and 

Twitter accounts, and when successfully connected, it lures other 

users into downloading and running the malware via tweets.
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    sage Service) without the user’s consent. 

 lAndroid-Trojan/Snake disguises itself as a game to leak the 

     location of the user.  When the user plays the game, it sends the 

    user’s location without the user’s consent. 

 All three malicious applications reported in August are all soft-

ware produced for Android platform. They send out text mes-

sages of internal information without the user’s consent.  This sort 

of malicious applications will persist.  Accordingly, before down-

loading and installing a smartphone application, you must check 

its function and carefully read the reviews to make sure there are 

no malicious aspects.

2. Security Trend

Security Statistics

Microsoft Security Updates- Q2 of 2010

Microsoft issued 27 security updates this quarter, which is slightly 

higher than the previous year.

[Fig. 5-1] MS Security Updates

2010 Quarterly Malicious Code Intrusion: Website

[Fig. 5-2] 2010 Quarterly Malicious Code Intrusion: Website

Fig. 5-2 above shows smaller number of website intrusion this 

quarter than Q2. As for the distributed malicious codes, the num-

ber of Daonol decreased, but it was the most distributed, followed 

by OnlineGameHack and Virus, which is similar to Q2.

Security Issues

Zero-Day Vulnerability in Adobe Reader & Flash Player (CVE-2010-

1297)

Vulnerabilities in Adobe Reader and Flash Player were reported 

without exception in Q3. This vulnerability is similar to the Adobe 

Reader, Acrobat and Flash Player Remote Code Execution Vulner-

ability (CVE-2009-1862, APSA09-03) that was reported on July 

2009. 

This vulnerability exists in Adobe Flash Player 10.0.45.2 and earlier 

versions, and the authplay.dll component that ships with Adobe 

Reader.  

Vulnerabilities in automated web applications allows Unix/Linux 

IRCBot propagation

There has been an increase in Unix/Linux IRCBot distribution 

through exploitation of the vulnerabilities in automated web ap-

plication. This method generally attacks domestic websites by us-

ing automated tools or scripts in the hacked system of domestic 

or overseas server. The two major attacks that have been reported 

until today are Eval injection vulnerability in PHPXMLRPC (CVE-

2005-1921) and e107 BBCode PHP code execution vulnerability. 

DLL Hijacking vulnerability

Recently, codes that attack DLL hijacking vulnerability are ram-

pant in vulnerability-sharing sites. This vulnerability exists when 

the application loads the DLL.  In general, LoadLibrary() and Load-
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Malicious code that operates on game consoles

During the DEFCON18, there was a presentation on a malicious 

code that runs in embedded system. In the presentation, it was 

demonstrated that game consoles such as NDS and Wii could par-

alyze the network or attack other computers. If a game is illegally 

downloaded and played, it could seriously infect your system and 

cause serious damages. As it was affirmed by the presentation, 

embedded systems, including game consoles, could cause seri-

ous damage to itself or other systems. Users must be aware of the 

fact that illegal download of applications could cause damage 

to their own computers, other people’s computers and even the 

network.

3. Web Security Trend

Web Security Statistics

Web Security Summary

[Table 6-1] Website Security Summary 

As of Q3 of 2010, there 

were 279,894 reported 

malicious codes, 2,477 

types of reported ma-

licious code, 2,183 re-

ported domains with 

malicious code, and 9,387 reported URLs with malicious code. 

This statistical numbers are based on the data collected by SiteG-

uard, AhnLab’s web security program. 

Monthly Reported Types of Malicious Code

[Fig. 6-2] Monthly Reported Types of Malicious Code

As of Q3 of 2010, the number of reported types of malicious code 

decreased 10% to 2,753, from 2,477 the previous quarter.

Monthly Domains with Malicious Code

[Fig. 6-3] Monthly Domains with Malicious Code 

As of Q3 of 2010, the number of reported domains with malicious 

code increased 25% to 2,183, from 2,930 the previous quarter.

As of Q3 of 2010, the number of reported malicious codes de-

creased 34% to 279,894, from 426,941 the previous quarter.

Monthly Reported Malicious Codes

[Fig. 6-1] ] Monthly Reported Malicious Codes 

LibraryEx() that are functions used to call DLL are used. If an abso-

lute path is not designated, each directory will be searched in the 

following order to find the specified DLL.

1. Directory in which the program is executed

2. System directory

3. 16-bit system directory

4. Window directory

5. Current working directory (CWD)

6. Directories registered in environment variables

If a DLL with the same name as the designated DLL exists in a di-

rectory in a higher search order, the DLL will run instead. The at-

tacker can exploit this to run the DLL he/she wants.
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Monthly URLs with Malicious Code

[Fig. 6-4] Monthly URLs with Malicious Code 

As of Q3 of 2010, the number of reported URLs with malicious 

code decreased 25% to 9,387, from 12,586 the previous quarter.

Distribution of Malicious Codes by Type

[Table 6-2] Top Distributed Types of Malicious Code 

[Fig. 6-5] Top Distributed Types of Malicious Code 

As of July 2010, Adware is the most distributed type of malicious 

code representing 36.8% (102,921 reports) of the top distributed 

type of malicious codes, followed by Trojan that represent 29.2% 

(81,596 reports).

Top 10 Distributed Malicious Codes

[Table 6-3] Top 10 Distributed Malicious Codes 

Win-Adware/Shortcut.InlivePlayerActiveX.234 is the most distrib-

uted malicious code (38,114 reports), followed by Win-Trojan/

Downloader.51865 (30,879 reports).

Web Security Issues

In this issue, we will go look into the OWASP top 1and 2 applica-

tion security risks of 2010 - “ Injection” and “Cross-Site Scripting 

(XSS)”. 

Injection

The application security risk for injection attacks is as follows:

 lThreat Agents: Anyone who can send untrusted data to the 

      system, including external users, internal users, and adminis-

      trators.

 lAttack Vectors: Attacker sends simple text-based attacks that    

      exploit the syntax of the targeted interpreter. Almost any sour-

       ce of data can be an injection vector, including internal sources. 

      Hence, exploitation is easy.

 lSecurity Weakness: Injection flaws occur when an application 

      sends untrusted data to an interpreter. Injection flaws are very 

      prevalent, particularly in legacy code, often found in SQL que-

      ries, LDAP queries, XPath queries, OS commands, program ar-

      guments, etc. Injection flaws are easy to discover when examin-

      ing code, but more difficult via testing. Scanners and fuzzer scan

      help attackers find them.

       Hence, the prevalence is common, and detectability is average.

[Fig. 6-6] Application security risk for injection attacks
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 lTechnical Impacts: Injection can result in data loss or corrupti-

     on, lack of accountability, or denial of access. Injection can som

    etimes lead to complete host takeover. Hence, the impact is se-

    vere.

 lBusiness Impacts: Consider the business value of the affected 

      data and the platform running the interpreter. All data could be

     stolen, modified, or deleted, and your reputation could be har-

     med.

Cross-Site Scripting (XSS)

The application security risk for cross-site scripting attacks is as 

follows:

[Fig. 6-7] Application security risk for XSS attacks

 lThreat Agents: Anyone who can send untrusted data to the 

      system, including external users, internal users, and administr-

      ators.

 lAttack Vectors: Attacker sends text-based attack scripts that 

       exploit the interpreter in the browser. Almost any source of da-

       ta can be an attack vector, including internal sources such as d-

      ata from the database.

 lSecurity Weakness: XSS is the most prevalent web application

     security flaw. XSS flaws occur when an application includes us-

     er supplied data in a page sent to the browser without properly 

    validating or escaping that content. There are three known types 

     of XSS flaws: Stored, Reflected, and DOM based XSS . Detection 

    of most XSS flaws is fairly easy via testing or code analysis.

 lTechnical Impacts: Attackers can execute scripts in a victim’s 

     browser to hijack user sessions, deface web sites, insert hostile 

     content, redirect users, hijack the user’s browser using malware, 

     etc. 

 lBusiness Impacts: Consider the business value of the affected 

     system and all the data it processes. Also consider the business 

     impact of public exposure of the vulnerability.

Apart from the above, there are more security risks in the OWASP 

Top 10 list. Companies and government offices should go through 

the list to check for vulnerabilities in their websites to prevent at-

tacks. AhnLab Online Security 2.0
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 III. Overseas Security Trends

1. Malicious Code Trend- China, Q3

Security threat analysis by Jiangmin- H1 2010

JiangMin, a Chinese security solutions provider, released a report 

on the security threats in the first half of 2010. The report consists 

of information on major security threats, the trend of the security 

threats and commonly exploited vulnerabilities.

[Fig. 7-1] Breakdown of security threats in China in H1 2010

The number of detected security threats in H1 2010 is as below:

There were the highest number of security threats in March. Ji-

angmin reckons the reason the number of threats was the high-

est in March because of the critical Internet Explorer vulnerability 

(MS10-018) on March 09.

Around 80% of Chinese websites were affected for three weeks 

from March 9, when the issue was first announced. The number of 

infected systems dropped in April ever since Microsoft released a 

security patch on March 31.

However, Conficker worm started spreading in May and increased 

the number of infected systems. There was 20% increase in infect-

ed systems in May from April caused by Conficker worm.

Security threat trend- H1 2010

Jiangmin found 7,584,737 security threats in China in H1 2010. 

Amongst the security threats, 4,454,277 (58%) were Trojan horses, 

and 623,791 (8%) were backdoors.

Adware represents 3% of the total security threats with 223,639 

detected, and exploitation of vulnerability represents 2% with 

166, 259 detected. There were 13% of worm distribution, and 

about 0.02% of macro virus and script distribution.

Major security threats- H1 2010

 l Online game Trojan horses

Trojan/PSW.Magania (V3 detection: Win-Trojan/OnlineGame-

Hack) variants were found in China since H2 2009, and spread un-

til the end of February this year. The number of attacks dropped 

in March. It was a major threat to online game users as the Trojan 

horses leaked account information.

 l  Conficker worm spread across network

One of the worst security threats in the history of the Internet is 

the Conficker worm that was first spread on November 2008. This 

worm also propagated rapidly in mainland China. It exploited the 

MS08-067 vulnerability in Windows OS and spread via mobile disk 

external storage and Windows’ vulnerable password. 

 l Exploitation of Internet Explorer vulnerabilities

Jiangmin considers exploitation of Internet Explorer vulnerabili-

ties to be one of the major security threats of H1 2010. There were 

the following two major vulnerabilities in H1 2010- MS10-002 IE 

vulnerability that was announced on January 15, and MS10-018 IE 

vulnerabilities that was announced on March 9. These two vulner-

abilities increased the number of exploitations, and as mentioned 

before, this increased the number of system infection in March.

 l Malicious code that manipulates IE shortcut 

Increase in online website access in China has started to increase [Fig. 7-2] Number of security threats in China in H1 2010
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[Fig. 7-2] Exploited security vulnerabilities in China in H1 2010

security threats that change the website connected to the Inter-

net Explorer shortcut on the desktop by manipulating the IE reg-

istry.

 l Scripts crafted for advertisement

Adware that is used for advertisement was found in the form of 

scripts in China in H1 2010. This script connects users to multiple 

advertising websites from a fake shortcut icon on the desktop 

and obstructs execution of Windows system files, such as Regedit.

Exploitation of security vulnerabilities

The security vulnerabilities that were the most exploited in China 

in H1 2010 are MS software.

The most exploited vulnerabilities were in the order of MS10-018 

IE vulnerability (CVE-2010-0806), MS10-002 IE vulnerability (CVE-

2010-0249) and MS09-002 IE vulnerability (CVE-2009-0075).

60% of the exploited vulnerabilities were of MS- exploitation of 

Windows and IE security vulnerabilities were particularly serious.

With the increase in exploitations of web browser vulnerabilities, 

DDNS (Dynamic Domain Name Service) is also being exploited for 

malicious purposes.

Jiangmin found the malware that exploits security vulnerabilities 

to spread via domain names, such as 3322.org, 2288.org, 9966.org 

and 8866.org. They also found 17,576 new sub-domains created 

to distribute the malware. Distribution of malware via DDNS is 

gradually decreasing from June.

Jiangmin predicted increased malware development for financial 

purposes in H2 2010. 

2. Malicious Code Trend- Japan, Q3

The major security threats that affected Japan in Q3 2010 are 

Win32/Conficker.worm and Win-Trojan/FakeAV. They have been 

rampant since the beginning of the year.

The table below shows the Top 10 malicious codes reported on 

July and August of 2010 by Trend Micro Japan. Attacks by the con-

ficker worm, WORM_DOWNAD, autorun, and Win32/FakeAV are 

still high.

[Table 8-1] ] Malicious codes in July and August of 2010 <Source: Trend Micro1>

1.http://jp.trendmicro.com/jp/threat/security_news/monthlyreport/arti-

cle/20100804103606.html

http://jp.trendmicro.com/jp/threat/security_news/monthlyreport/arti-

cle/20100903092342.html

Conficker worm that was found the most in Japan propagates via 

the network and USB flash drive by exploiting the vulnerabilities 

in Windows OS.

Another malware that should be noted in the table above, under 

August, is LNK_STUXNE. This malware exploits security vulner-

abilities in Windows OS and spreads via shared folder or USB flash 

drive. Many variants have been reported. If this malware is saved 

in your unpatched system, it will get executed just by browsing 

on Windows Explorer – it does not have to be separately execut-

ed. It exploits RPC vulnerabilities like the Conficker worm to infect 

other systems in the same network. To prevent this attack, down-

load the following security updates.

http://www.microsoft.com/technet/security/bulletin/MS08-067.mspx

http://www.microsoft.com/technet/security/bulletin/MS10-046.mspx

http://www.microsoft.com/technet/security/bulletin/MS10-061.mspx

The charts below are monthly reports on security vulnerabilities 

detected by Honeypot released by Cyber Clean Center (www.ccc.

go.jp) of Japan. They show that there is serious Conficker worm 
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[Fig. 8-1] Attack on security vulnerabilities from abroad <Source: CCC, Japan> 1

1.https://www.ccc.go.jp/report/201007/1007monthly.html

[Fig. 8-2] Attack on security vulnerabilities from within Japan <Source: CCC2, Japan>

As it can be seen from both charts, there was a high incidence of 

attacks against the vulnerabilities of Windows OS.

What is interesting is that the types of attacks from abroad and 

within Japan are very different. Most security threats from within 

Japan insert malicious attacking codes into email or web docu-

ments, but most from abroad exploit the MS08-067 vulnerability. 

It is also worthy to note that the highest number of security threat 

from abroad was Conficker worm exploiting the MS08-067 vul-

nerability. The data also shows that security threats by Conficker 

and Stuxnet worms are very serious in Japan. Ever since the Stux-

net worm was detected in July, the number of packets that exploit 

the MS08-067 security vulnerability rose, and this is expected to 

affect other countries also.

With the advance of the Internet, the time it takes for a malware to 

emerge in an area and spread within the area, and then through-

out the world, is not long. But, the regional characteristic of the 

threat still exists. The problem of on/offline overcharging fraud 

existed in Japan for a few years. Recently, illegal online financial 

extortion is on the rise via various methods.

[Fig. 8-3] Monthly report on overcharge (Source: IPA, Japan)

The above data shows the number of reports on overcharging an-

nounced by IPA, Japan. The number of cases is increasing, so extra 

caution must be taken.

3. Malicious Code Trend- World, Q3

There were not much difference in the security threats in Q3 2010 

than Q1 and Q2. A huge number of malware was still being pro-

duced and distributed for financial gains. 

The result could differ according to how it is totaled, but accord-

ing to the statistics of a major leading antivirus company, Con-

ficker worm was still high up on the list in Q3. According to Bit-

Defender, Autorun worm and Conficker worm ranked first and 

second.1And, according to Kapersky’s monthly malware statistics 

of August.2 Conficker worm variants ranks first, third and fourth. 

Sality virus and Virut virus were also high up on the list. 

Trojan horses infect systems via websites. The methods that are 

usually used are exploitation of web browser vulnerabilities and 

SEO (Search Engine Optimization). Malware distributors find the 

most popular search keywords to poison search results to make 

infected links appear near the top of the search results, generat-

ing a greater number of clicks to malicious websites. Malware also 

propagates via USB flash drive, or exploits zero-day vulnerabilities 

in web browsers or widely used programs, such as Adobe Flash 

Player and Acrobat Reader. 

Stuxnet worm that was detected in July not only is a malware that 

exploits new zero-day vulnerabilities, but is targeted towards Sie-

1.http://news.bitdefender.com/NW1762-en--Autorun-Malware-Dominates-

BitDefender’s-Third-Quarter-Top-Five-E-Threat-Report.html

2.http://www.securelist.com/en/analysis/204792135/Monthly_Mal-

ware_Statistics_August_2010

and Stuxnet worm propagation in Japan. 
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mens’ SCADA software. There is suspicion that the Iranian govern-

ment got involved as most of the report on infection was from 

Iran, but evidence is yet to be found. Since then, the zero-day vul-

nerability was also exploited by other malware. 

There were also a lot of malware propagation through SNS, such 

as Twitter and Facebook. SNS websites are expected to be used 

more to spread malware, and control malware in infected sys-

tems.3 Zeus variants are even targeting mobile devices.4 

3.http://www.securelist.com/en/blog/2276/Twitter_XSS_in_the_wild

4.http://www.f-secure.com/weblog/archives/00002037.html
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 IV. Technical Insight

Chinese Start Page: How it distributes malware and how 

to prevent it

ASEC received a lot of reports on Win-Trojan/StartPage recently. 

[Fig. 9-1] Daily detection statistics of AhnLab engine for ASSET 1

1.AhnLab’s integrated threat analysis system that inquires malware status in real 

time

More than 90% of the Win-Trojan/StartPage is from China.

 l Homepage set to web directory/navigational site

Web directory/navigational site must allow for easy and intuitive 

search of sites and information, and provide links and search en-

gine, as well as information, such as the weather, shopping and 

investment. China uses such sites as “mini portal sites”. Portal sites 

today provide diverse information, including online database, 

news, shopping and blogs. But, navigational site companies are 

small, so they are not able to provide diverse services, and only 

offer links to popular sites. Below is the most popular navigational 

site in China, “hao123.com”.

 

[Fig. 9-2] Main page for hao123.com

As the news that the return on investment of navigational sites is 

huge spread in the IT industry, many IT companies started enter-

ing the market and competition became fiercer – the competition 

to change the home page of the user’s PC to their own naviga-

tional sites with malware. One of the engineers of a reputed Chi-

nese antivirus company stated, “If we run remote support to fix 

our customers’ computer problems, the problem we discover the 

most is homepages set to navigational websites”. This problem is 

not expected to end for the time being.

 l Distribution via China’s reputed software download site

Many malware are distributed via widely used software with 

vulnerabilities or spam mail. But, the malware that changes the 

homepage is usually distributed through reputed software down-

loading sites. (There are other distribution methods as well, but 

most computers are affected by the above methods.) Victims 

may think, “A reputed software downloading site should verify 

programs before uploading them onto their site. How can a mal-

ware be distributed through the site?” There are two answers to 

this question. The malware is distributed very discreetly. Or, the 

malware gets downloaded and installed as the result of careless 

behavior of the user. We used Google China and searched for Ul-

tra Editor and opened a software downloading site.

[Fig. 9-3] Ultra Editor downloading page
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[Fig. 9-4] Shortcut icon of advertisement site created on desktop

The red boxes above are download links. If you click it to down-

load the program or double-click it, a program that has nothing 

to do with the program you are downloading gets installed on 

your system without your consent, and a shortcut icon appears 

on your desktop. Your homepage will be set to a navigational site. 

[Fig. 9-5] Home page set to navigational site

If you google this navigational site, you will find many complaints 

from irate and frustrated users. Now then, where is the actual 

download link? If you drag down the download page above, you 

will see the actual download link right at the bottom of the page. 

Many users will think the download link closest to the keyword of 

the program is the actual link, but it is not. 

[Fig. 9-6] Actual download links 

There are currently many software downloading sites as above 

in China. They operate to trick users into downloading programs 

with malware that changes the homepage for financial gains. This 

malicious program is not a regular commercial software not a 

malware. It is in the blind spot of the law.  Ever since the “Regula-

tions of The People’s Republic of China on Protecting the Safety 

of Computer Information System” came into effect in China in 

1994, the Chinese security law has made progress, but it is still 

weak. Gaps in the law will allow attackers to keep on spreading 

malicious programs, which will affect many Chinese users. Users, 

security solutions companies and the press will not have enough 

capacity to stop such attack. The law must be enhanced to mini-

mize security threats and damages.

 l Prevention

The best way of preventing this attack is to be aware and take cau-

tion. It is advisable to install an antivirus program and regularly 

update it to the latest version and turn on real-time monitoring.

[Fig. 9-7] File name of malware that changes the homepage

[Fig. 9-8] File name of actual program to download 

1. Always download programs from the vendor’s site or from one rec-

ommended by them.

2. Always check the name of the file before downloading it. If the 

name of the file has nothing to do with the file you want to download, 

do not download it. For instance, files such as install.exe or setup.exe. 

The name of the file downloaded from Chinese downloading sites will 

consist of the first letter of the Pinyin Romanization for each character 

of the Chinese file name. (For instance, if the file name is YingYinX-

ianFeng, the file name will be YyXf.exe. If the file name is in English 

alphabet, it will be used as is.)
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3. Always check the product information after downloading it. If the 

program information is different from the program you wanted to 

download, or if there is no program information, delete it.






