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Ⅰ. Security Trends - February 2010

1. Malicious Code Trend

Malicious Code Statistics

The table below shows the percentage breakdown of the top 20 

malicious codes reported in February 2010.

[Table 1-2]  Top 20 Malicious Code Variant Reports

As of February 2010, Win32-Trojan/Agent is the most reported 

malicious code, representing 12.6% (669,159 reports) of the top 

20 reported malicious code variants, followed by Win-Trojan/

OnlineGameHack (517,074 reports) and Win-Trojan/Downloader 

(478,916 reports). 

The chart below categorizes the top malicious codes reported in 

February 2010. 

[Fig. 1-1] Primary Malicious Code Type Breakdown 

As of February 2010, Win32/Induc is the most reported malicious 

code, followed by TextImage/Autorun and Win32/Parite. 9 new 

malicious codes were reported this month.

[Table 1-1]  Top 20 Malicious Code Reports

The table below shows the percentage breakdown of the top 20 

malicious code variants reported in February 2010.
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Compared to last month, the number of adware, worm, drop-

per and downloader reports increased, whereas, the number of 

script, Trojan, virus and appcare reports dropped. The number of 

spware remains the same this month. 

There has been a decrease in malicious code reports this month, 

which dropped 470,906 to 11,718,469 from 12,189,375 from the 

previous month. 

[Fig. 1-2] Top Malicious Code Type Comparison Chart

The table below shows the percentage breakdown of the top 20 

new malicious codes reported in February 2010. 

[Table 1-3] Top 20 New Malicious Code Reports

As of February 2010, Win-Adware/BHO.WiseBar.28262 is the most 

reported new malicious code, representing 11.8% (76,231 re-

ports) of the top 20 reported new malicious codes, followed by 

Win-Adware/Migame.423928 (70,860 reports). 

[Fig. 1-3] Monthly Malicious Code Reports

[Fig. 1-4] New Malicious Code Type Breakdown

As of February 2010, Trojan is the most reported new malicious 

code, representing 53% of the top reported new malicious codes, 

followed by Adware (19%).

Malicious Code Issues

Various malicious code threats were reported this month. The 

threats include regular malicious codes, such as spammers that 

disguise files as normal system driver, worms that spread via 

As of February 2010, Trojan is the most reported malicious code, 

representing 40% of the top reported malicious codes, followed 

by Adware (16.1%), and Worm (10.6%). 

AhnLab TrusGuard
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Prolaco Worm Distributed Via Email

 Prolaco worm is a worm that attempts to spread via email. It may 

arrive as an email disguised as an electronic card with a file at-

tachment or shipping delivery notification as social engineering 

theme to entice users to execute the malware. At the beginning 

of February, there were reports on email sent by Prolaco worm 

disguised as Google Mail. The scam email with the title “Thank 

you from Google!” thanked receivers for submitting their resumes 

to Google. Unlike other scam emails, this email disguised itself 

to come from a trusted source as Google. If you decompress the 

compressed file attachment, an executable file disguised as a pdf 

file will get created. An unsuspecting user may open the pdf file, 

as Windows will only show “document.pdf” when in fact the file 

name is “document.pdf.exe.

To prevent getting attacked by such worms:

 [Fig. 1-5] Kernel-Mode Spam-Mailer Execution Order

Spam-Mailer Disguised as System File

Win-Trojan/Spammer.791552 that disguises itself as a normal sys-

tem driver file was reported this month. It was found to be a ker-

nel-mode spam-mailer that reemerged after a period of lull. Since 

it protects itself, it is hard to detect and remove it. The reported 

spam-mailer disguises itself as a system driver file then loads itself 

in the memory.

It then creates a thread in the Service.exe file and connects to a 

specific host to send spam mail. Being a driver file, it cannot be 

read by other processes, and it registers itself in the kernel call-

back routine for system restart to be undetected. This was not the 

first report on self-protecting kernel-mode spam-mailer. Self-de-

fense technique that guarantees succession, by making itself hard 

to detect and remove, is highly advanced- more than the conceal-

ment technique of hiding.

[Fig. 1-6] Search Result Disguised as a Link to Olympics Youtube Video of     

Famous Athletes

email and malware that cause BSOD by increasing network traf-

fic, and also new threats such as fake Olympics videos that trick 

victims into downloading rogue antivirus programs or malicious 

software. There were also reports on adware that tricked victims 

out of money by installing a fake antivirus program.

1) Never open email from unknown senders. Delete it.

2) Avoid opening file attachments from unknown senders. If 

not, always remember to save the file in a specific folder first. 

Before you open the file, you must update your antivirus to 

the latest version.

3) Do not click suspicious URL links in email messages.

4) Always update your antivirus to the latest version and run 

real-time monitoring.

5) Always install the latest security patches for all the applica-

tions and operating system you are using to prevent exploita-

tion of vulnerabilities.

Win32/Bredolab Increases Network Traffic

Another major threat reported this month is Win32/Bredolab that 

increases network traffic and causes BSOD. Reports were submit-

ted by both our personal and corporate clients throughout the 

month. A specific sys file keeps on downloading and installing 

this Trojan downloader onto the infected system to increase net-

work traffic. It also causes BSOD. ASEC is distributing an exclusive 

antivirus for this threat along with a guide. For further details, 

please refer to ASEC’s blog (http://core.ahnlab. com/120)

Fake Olympics Youtube Video

Searching for Winter Olympics athletes in reputable search en-

gines may lead to a rogue antivirus site. Once the victim clicks 

on the manipulated search result, he/she will be redirected to a 

rogue AV page or get asked to install a new software in order to 

watch the video. The software is actually a malware that will infect 

the victim’s computer. This type of security threat of stealing per-

sonal information or installing malware is expected to increase in 

the near future.
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Microsoft issued 13 security updates this month, which is 11 

more than the 2 security updates issued last month. MS10-006 

SMB client vulnerability, MS10-009 Windows TCP/IP vulnerability 

and MS10-013 DirectShow vulnerability are critical as attackers 

will be able to exploit the vulnerabilities remotely. These vulner-

abilities are distributed via the web, so untrusted websites should 

be avoided, and your antivirus must be always be updated along 

with available security patches, for safe use of the Internet.

2. Security Trend

Security Statistics

Microsoft Security Updates- February 2010

Microsoft issued 13 security updates this month. Five have maxi-

mum severity rating of Critical, seven Important, and one Moder-

ate. 

[Fig. 2-2] Website Intrusions/Distributors of Malicious Code

[Fig. 2-1] MS Security Updates

Malicious Code Intrusion: Website

Rogue Security Software

Rogue antivirus programs are very common. They are installed 

without the user’s consent. Once installed on the victim’s PC, it 

conducts a fake system scan that displays bogus results of an 

alarming amount of malware on the system. This will not only 

affect the system performance, but also trick users into paying 

money to clean their computers.

Scammers do not create fake anti-virus programs by analyzing vi-

ruses, but mimic and plagiarize genuine AV products of legitimate 

security software company. To deceive the user into thinking the 

engine is the latest version, the date they show for their latest ver-

sion is the current date of the system. One scammer may manage 

more than three malicious programs under different names. An 

antivirus should protect PCs from security threats, but a fake an-

tivirus only puts users at risk of financial loss and system damage.

Increase in Adware that Creates Favorites and Shortcuts

There is again an increase in adware that creates Favorites and 

Shortcuts. They were installed via ActiveX in the past, but these 

days they come bundled with adware. By creating Favorites and 

Shortcuts on victim’s computer, they lead the user to click ad-

vertisements, and use your Internet connection to register hits 

on pay-per-click websites. The scammer will make money out of 

Favorites and Shortcuts features that are originally provided for 

quick access and convenience.

[Fig. 1-7] Current System Date Shown as Updated Date

[Table 2-1] MS Security Updates for February 2010

[Fig. 1-8] Favorites Created by Adware
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[Fig. 2-2] above shows a big pike in the number of website intru-

sion this month from the previous month. The vulnerabilities ex-

ploited to distribute the malicious code are similar to last month. 

They are as below.

Security Issues

Information Disclosure Vulnerability in IE

Black Hat DC 2010 announced a vulnerability that bypasses the 

Security Zone in Microsoft Internet Explorer. This vulnerability 

has long existed, and affects almost all versions, except Internet 

Explorer 7 and 8 that run in Protected Mode. The attacker may 

exploit this vulnerability to steal information from files in the local 

computer or execute arbitrary commands by executing scripts.

MS Internet Explorer groups websites into the following four se-

curity zones:

[Fig. 2-3] shows the statistics of vulnerabilities used to distribute 

malicious codes in websites exploited on February 2010.

Based on this chart, there is fall in MS06-014 vulnerability from 

the previous month, and a sharp rise in MS09-023, MS10-002and 

PDF related vulnerabilities. This is because most exploited web-

sites and distributors used these vulnerabilities to distribute Win-

Trojan/Daonol.

[Fig. 2-2] and [Fig. 2-3] should not be used to just check the num-

ber of website intrusions and exploited vulnerabilities, it should 

be used to check the targets of exploitation and intrusion. With 

this, you must check whether the vulnerabilities exist in the pro-

grams you are using.

[Fig. 2-6] Execution Result: Internet Zone

[Fig. 2-4] Script File

[Fig. 2-3] Vulnerabilities Exploited to Distribute Malicious Code

But, if you add ‘\\127.0.0.1\c’ in front, Internet Explorer will 

host it in the Internet zone, and allow the script to be called. - 

file://127.0.0.1/C$/example.dat

 - Internet

 - Local Intranet

 - Trusted Sites

 - Restricted Sites

Restricted Sites zone contains websites that cannot be trusted 

and may damage your computer. Internet zone contains websites 

that are not on your computer or on your local intranet, or that are 

not already assigned to another zone. The Local Machine zone is a 

zone for content that exists on the local computer.

When a script file as below is opened in the location where cook-

ies are saved (Document and Settings\userid\Cookies), it will be 

classified as a restricted site and will not open.

[Fig. 2-5] Execution Result: Restricted Sites Zone

To make this attack successful, the attacker must load a malicious 

script file onto the local system and find the method to interpret 

the file as an HTML file.

The attacker may load a malicious script file onto the local system 

by using existing vulnerabilities or bypass methods, such as set-

cookie header from the web server or URL history. If the attacker 

succeeds in creating a malicious code in the system, it could be 

executed as below.
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[Fig. 2-7] Dynamic Script Execution

[Fig. 3-1] ] Monthly Reported Malicious Codes

The attacker will be able to execute the script directly from the 

victim’s system, so will gain the permission to access any file in 

the victim’s PC.

Unlike the typical way where malicious codes are embedded 

on a webpage, attackers will be able to execute malicious codes 

through various paths, including cookies and URL access history, 

so it may be harder to detect actual attacks.

Fig. 2-8] Direct Message Received by User (Source - http://techie-buzz.com/)

Monthly Reported Malicious Codes

As of February 2010, the number of reported malicious codes in-

creased 196% to 394,232, from 201,360 the previous month. 

As of February 2010, the number of reported types of malicious 

code decreased 4% to 1,042, from 1,084 the previous month.

[Fig. 3-2] Monthly Reported Types of Malicious Code

Twitter Direct Message Phishing Spam

Spam is spreading on Twitter via Direct Messages. It sends mes-

sages such as “haha. This you???? http://tr.im/PyJH” with a link to a 

fake Twitter login page.

The URL for the fake login page starts with twitter.login, and looks 

similar to the actual login page to trick the user to sign into the 

fake login page to steal account information. Further details will 

be discussed in 3. Web Security Trend.

Monthly Reported Types of Malicious Code

3. Web Security Trend

Web Security Statistics

Website Security Summary

[Table 3-1] Website Security Summary

As of February 2010, 

there were 394,232 

reported malicious 

codes, 1,042 types of 

reported malicious 

code, 975 reported 

domains with malicious code, and 5,090 reported URLs with ma-

As of February 2010, there were 394,232 reported malicious codes, 

1,042 types of reported malicious code, 975 reported domains with 

malicious code, and 5,090 reported URLs with malicious code. The 

figures for types of reported malicious code, number of reported 

domains and URLs with malicious code have decreased from last 

month, but the number of reported malicious codes increased. 

Monthly Domains with Malicious Code

[Fig. 3-3] Monthly Domains with Malicious Code
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As of February 2010, the number of reported domains with mali-

cious code decreased 1% to 975, from 983 the previous month. 

Monthly URLs with Malicious Code

[Fig. 3-4] Monthly URLs with Malicious Code

As of February 2010, the number of reported URLs with malicious 

code decreased 17% to 5,090, from 6,016 the previous month. 

[Table 3-2] Top Distributed Types of Malicious Code

Distribution of Malicious Codes by Type

[Fig. 3-5] Top Distributed Types of Malicious Code

Top 10 Distributed Malicious Codes

As of February 2010, Trojan is the most distributed type of mali-

cious code representing 30.2% (118,964 reports) of the top dis-

tributed type of malicious codes, followed by Adware that repre-

sent 20.2% (79,625 reports). 

[Table 3-3] Top 10 Distributed Malicious Codes

As of February 2010, Win32/MyDoom.worm.32256 is the most 

distributed malicious code representing 35.1% (73,308 reports) of 

the top distributed malicious codes. 5 new malicious codes, includ-

ing Win32/MyDoom.worm.32256, emerged in the top 10 list this 

month.

Web Security Issues

Phishing Via Twitter

On February 24, it was reported that a blog was spreading a spam 

worm that targeted Twitter, a social network service, via Direct 

Messages. The blog sent direct messages as below with a link to a 

fake Twitter login page to Twitter users.

[Fig. 3-6] Direct Message

The phishing message contained a link with shortened URL. URL 

Shortening is used a lot by Twitter users to make standard URLs 

fit into the 140-character limit of the service. ASEC analyzed the 

shortened URL sent via Direct Messages, and found that it directs 

you to a fake Twitter login page that looks similar to the actual 

login page. 
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But, when we analyzed the transmitted network packets, we 

found that our login details were sent to a certain system.

[Fig. 3-9] Packet Analysis Result

AhnLab SiteGuard

When we entered our account information, we received the fol-

lowing error message in Internet Explorer: “Internet Explorer can-

not display the webpage”.

[Fig. 3-8] Error Page

Our analysis shows this to be hosted in Hebei, China. This Twitter 

phishing scam proves that URL shortening service in social net-

[Fig. 3-7] Phishing Page Mirroring Actual Twitter Login Screen

work sites could be a prime targets of phishing scams. Be careful 

not to click on shortened links or any links sent by people you 

don’t really know from your social network site.

You can protect yourself from becoming a victim of a phishing 

scam by installing web security solution such as AhnLab SiteG-

uard to block out potential phishing attacks.






